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Pharmalutions Pte Ltd  - German-owned, Singapore-based - is a regional Project Management company and 
Distributor. With 15+ years experience , we are specialised in all technologies surrounding the topic of 
Product Serialisation and Track & Trace - with a distinct focus on the Tobacco, Pharma & FMCG industry. 

Based on CODENTIFY® serialisation, we deliver complete T&T-projects - starting in Production, thought the IT 
& Logistics all the way Product Authentication at Retail-level. In fact, our portfolio of hardware, software and 
services is so complete that you won't miss a thing in our portfolio. 

 However, unless you are deeply involved in today's Tobacco-, Pharma- or FMCG industry AND Track & Trace 
business, it might be difficult to understand Pharmalutions' strategy and why we do things the way we do. 

Therefore, we have dedicated this page to those who are curious about our background and approach.  

From PHARMA...  

As the company's firm Pharmalutions suggests, pharmaceutical packaging is our home ground. All 
Pharma(so)lutions we deliver fulfil the stringent requirements of pharmaceutical production environments. 
Good Manufacturing Practices (cGMP) are of evolving nature beyond national reach. And they are an 
important driver towards your consumer safety, your production efficiency - your state-of-the-art packaging. 

To us, pharma-grade is not simply manifested in international standards. Nor does hard- and software itself 
earn that name. It is a comprehensive term we use to cover the total scope of our turn-key solutions. For a 
company derived from the world of pharma, we therefore spare to mention that Validation Documents and 
related services are an important part of our business. 

 ... to-BACCO PACKAGING 

To the outsider, Pharmaceutical & Tobacco packaging may look like two different worlds - incompatible 
with each-other. To the insider Pharmalutions, these industries have so much in common that they are a 
strategic imperative. We combine our decade of experience in these industries to express our strategy, 
with due respects to the industry's specifics.  Under the narrow focus of Pharmalutions' portfolio, those 
industries show more similarities than differences. Coding & inspection systems being used are of similar 
technologies. And if regulatory requirements for packet coding & inspection are in play: Here you are! 

Today, the regulatory demands on coding & inspection, especially in The Pharma- and Tobacco-industry 
are not synchronised - probably they never will. However, having experienced the evolution of the 
regulatory landscape over a long period of time, there is a clear pattern visible, which ultimately leads into 
the same direction: Track & Trace! 

http://www.pharmalutions.net/
http://www.pharmalutions.net/
http://pharmalutions.net/products-services/
http://www.pharmalutions.net/


  

STRATEGY 

So why is that? Well, for one, the regulatory bodies (e.g. US-FDA) and main drivers (private & governmental) 
towards product serialisation and Track&Trace are the same. And so are the demands on the respective 
technologies. Now you might see a pretty big wave coming your way. To ride it, you need to speed up 
yourself before it hits you. Putting Pharmalutions into the equation and you have the pace it takes to ride this 
wave. And we have formulated our strategy. 

 That simple! 
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Pharmalutions Pte Ltd  Machinery 1-10 employees 

Share  LinkedInTwitterFacebookGoogle+ 

13 followers  Follow Home 

Singapore-based Pharmalutions Pte Ltd is a Sales & Service Centre for pharmaceutical-grade packaging machinery 

& equipment specialized in project consulting, management & execution for multi-national companies (MNCs) and 

small & medium-sized enterprises (SMEs) alike. Pharmalutions has a distinct focus on pharmaceutical applications. 

Due to the similarities in respect of technical requirements & speeds, Pharmalutions is also valued partner of the 

multi-national tobacco industry. The sales & service covers the Southeast Asian region and selected sectors in the 

European machine & equipment industry. Projects are served through a sophisticated network of local subagents 

& partners, thereby answering to the diverse regional distinctions.  Specialties  packaging machinery & 
equipment, blister inspection, vision inspection, track & trace solutions 

 Website http://www.pharmalutions.net 
 Industry  Machinery 
 Type Self Owned 

https://www.acra.gov.sg/
https://www.bizfile.gov.sg/
https://www.uen.gov.sg/ueninternet/faces/pages/uenSrch.jspx?_afrLoop=626934009662833&_afrWindowMode=0&_adf.ctrl-state=en56o71xo_4
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 Headquarters 1 North Bridge Road #15-03 High Street Centre Singapore, Singapore 
179094 Singapore 

 Company Size 1-10 employees 
 Founded 2010 
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Digital Tracking 

http://www.rea-jet.com/


Protect your brand, secure your supply chain and fight illicit trade through our suite of solutions 
that is currently used to track and trace over 10 billion items across the globe. 

Guaranteed since 10 years. 

blue-infinity's AIT Central team is the only team providing end-to-end track and 
trace integration worldwide with a fully packaged solution. With new legislation being 
enforced within the tobacco industry, blue-infinity’s AIT Central helps ensure full compliance 
and brings over 10 years’ experience in helping preserve brand integrity. Since 2004 we have 
deployed our solution in 105 countries, on 400 production lines, across 1,600 tracking locations. 

AIT Central comes in four flavours, as well as fully packaged services to deploy, operate and 
manage AIT Central track and trace technology: 

 AITCentral Tobacco offers a Codentify®-based solution to help ensure the latest product regulations 
are met and deployed by the only end-to-end integrator worldwide. 

 AITCentral Luxe is an easy-to-deploy range of mobile applications for digital warranty activation to 
reassure discerning customers with robust authentication solutions and zero-tolerance counterfeit 
measures. 

 AITCentral Pharma offers end-to-end serialization, tracking and authentication for pharmaceutical 
companies including integration with existing production lines, data security and reliability. 

 AITCentral FMCG ensures production line uptime on a large scale, leveraging our experience of big 
data compression tracking billions of items worldwide. 

“Tracking and tracing down to pack level from manufacturing site to the first retail outlet is a 
vast challenge; having the right partner to deliver the solution is paramount to success. blue-
infinity’s expertise, solutions and packaged services really make it happen.” 

Source:  
Patrick Chanez, Senior Manager Anti-Illicit Trade Technology R&D at Philip Morris International 
Our expertise includes 
Application development, data migration, change management, ITIL service management, 
integration, training, and more. 

Frequently-used technologies/tools 
Codentify, CodiTrack and CodiCheck, Microsoft Windows Server, .Net, Oracle, Xamarin, and 
others. 

Brands we work with include 
Philip Morris International (PMI), Imperial Tobacco Group (ITG), Japan Tobacco International 
(JTI), Landewyck Group, Tag Heuer, VideoJet, Accellos, Motorola, FractureCode, Domino, 
Hermos, SAP and Highjump Software. 

Read our case study. 

https://www.blue-infinity.com/our-work/digital-track-and-trace-ait-central


Digital track and trace with AIT Central 
Fighting illicit trade together for over 10 years 
The 2014 Tobacco Products Directive (TPD) and WHO Framework Convention on Tobacco 
Control (FCTC) enforces a new set of traceability requirements for tobacco products. blue-
infinity AIT Central suite of solutions addresses the challenges of this new regulatory framework 
with digital serialisation, track and trace, and authentication to help ensure compliance 
and  supply chain integration from A - Z.  

AIT Central has a strong industry presence and is deployed across over 400 production 
lines across 1,600 tracking locations in 105 countries, with over 10billion items tracked. 

New compliance requirements 
Under the Tobacco Products Directive (TPD2) manufacturers are now forced to monitor the 
movement of goods across the entire supply chain, from the factory, warehouse and 3rd party 
logistics provider, right up to the first retail outlet. 

Complying with these new regulations poses new challenges for supply chain management 
that impact all stakeholders of the supply chain, a modification of current business processes, 
the management of massive data volumes, multiple systems integration such as Master data, 
ERP and all requiring new expertise and know-how. For this, you need a global view of the 
solution from the beginning. 

Compliance with AIT Central by blue-infinity 
Based on Codentify® technology, AIT Central responds to compliance concerns and covers the 
full product lifecycle from digital serialisation to track and trace, right through to 
authentication. 

We provide Codentify® for digital serialisation, CodiTrack for track and trace, and CodiCheck for 
authentication. 

blue-infinity is an official reseller of these three technologies. 

Overcome the challenges 
In projects large or small, manufacturers often focus on their production line, but from blue-
infinity’s experience, 80% of the focus is actually related to the remainder of the supply chain. 

To ease implementation, AIT Central is packaged in a modular way, to help secure timelines and 
costs. blue-infinity understand the challenges of tobacco manufacturers and have developed an 
efficient time to market approach, allowing rapid evaluation and deployment of the solution. 

To overcome significant supply chain impact, phased approach retro-planning integration 
activities are strongly advised. Some tobacco manufacturers started track and trace activities 
several years ago, and are still rolling out the solution across their entire supply chain. Tracking 



and tracing is not only about systems. Packaging, engineering, factory, warehouse processes 
and IT are all concerned. 

We thus encourage the securing of timelines, and scope sooner rather than later, to allow 
manufacturers to continue to manage their core business with minimum downtime. 

The only experienced end-to-end integrators worldwide 
blue-infinity has worked with industry leaders to develop this technology and a specifically 
designed service package for over 10 years. We are today the sole experienced integrators of 
the full solution worldwide. Our unrivalled experience means unmatched business, legislative 
and technical understanding, lower cost and quicker turn around for our clients. 

We deliver a fully integrated and automated authentication solution that is adapted to the 
specific industry or market and that conforms to their regulatory requirements. Clients demand 
on-time and cost-efficient delivery, with full understanding of their business imperatives. 

AIT Central is forward-looking as it learns and continually evolves with experience. 
Manufacturers benefit from sharing implementation knowledge between each other, such as 
print technology on pack to meet aggregation performance, and retro line fitting for timely 
implementation. 

Bespoke services for all industries 
Our dedicated team comprises experts who work with clients and stakeholders, providing 
packaged services in analysis, implementation, project management, architecture design, 
security, development, integration, hosting, training and support. 

blue-infinity's service packages have been designed to allow businesses to seamlessly deploy 
our solution. We work together with your teams to impart knowledge and expertise throughout 
your project to ensure faster autonomy. 

Trusted by brand owners 
“We strongly recommend blue-infinity as an integrator.” 

Senior Manager, Anti-Illicit Trade 
Philip Morris International 

“blue-infinity made JTI feel comfortable and well equipped to deal with any challenges.” 

Track and Trace Director 
Japan Tobacco International 

To find out more, please call +41 58 307 6813 

"We are in collaboration with blue-infinity for many years on our Tracking & Tracing 
solution. Their excellent support services ensuring responsiveness and quality of back-up 
service are remarkable." 



Source:  
Senior Manager, Anti Illicit Trade Technology R&D at Philip Morris International 
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Arjo Systems, Arjo Solutions, Inexto 

ARJO SYSTEMS is a global system integrator for the implementation of official identity 
documents. Its innovative solutions, currently deployed on 4 continents, enable to secure 
national e-ID documents, and tickets sold for concerts, sport events and transport. With over 
20 years of experience in e-Passports, smart cards, security systems and complex projects for 
the public sector, Arjo Systems asserted its position thanks to an unrivaled in-house expertise 
and to its adaptation capability to local needs.  

 =>Link to the official website  

 ARJO SOLUTIONS, security expert, designs and delivers solutions for physical and digital 
identification, authentication and traceability of products to enable its customers to fight 
against fraud, counterfeiting and parallel markets. 

Serving  governments and private companies for over 15 years, Arjo Solutions is a major 
player in the protection of brands and their products as well as securing the collection of 
taxes for governments. 

 => Link to the official website  

INEXTO, develops and supplies serialization and track and trace solutions for governments, 
private and companies and consumers enabling them to secure and optimize their supply 
chain and to fight against illicit trade. Inexto has over 10 years of experience in the field of 
traceability and its solutions have been widely implemented in several sectors: tobacco, 
luxury, pharmaceutical industry. 

 Key figures 

  € 80 million turnover 
  250 employees 
  +15% growth in 2015 
  +500 million ID documents protected with Arjo Systems’ solutions 
  +15 billion products protected with Arjo Solutions’ authentication solutions 

http://www.impala-sas.com/en
http://www.impala-sas.com/en/group
http://www.impala-sas.com/en/participations
http://www.impala-sas.com/en/news
http://www.impala-sas.com/en/contact
http://www.arjo-solutions.com/en/
http://www.arjo-solutions.com/en/
http://www.arjo-solutions.com/en/
http://www.arjo-solutions.com/en/
http://www.arjo-solutions.com/en/


  of +300 billion products tracks 
   ISO 9001, 14001 & OHSAS 18001 

 Locations 

 Paris, headquarters 
 Hong-Kong,  operational center, R&D center 
 Naples, sales office, R&D center 
 Lausanne,  operational center track and trace 
 Chambéry, R&D center 
 Indonesia, plant 
 Sao Paulo, sales office 
 Manilla, sales office 
 Abidjan, regional office 
 Nairobi, regional office 
 Dubai, regional office 

 Corporate governance 

 Vincent Revol, Chairman Arjo Systems 
 Jean-Pierre Ting, Managing Director Arjo Systems 
 Aurélien Tignol, Chief Executive Officer Arjo Solutions 
 Philippe Chatelain, Managing Director Inexto 

http://www.zoominfo.com/p/Philippe-Chatelain/2094329031 
Philippe Chatelain  

Philip Morris International Inc. 
HQ Phone: (917) 663-2233  
Email: p***@***.com  
 
https://www.contexte.com/article/pouvoirs/meps-declare-war-on-tobacco-lobby_39630.html 
MEPs declare war on tobacco lobby 
Santé  04 mars 2015 à 13 h 50 — Sophie Petitjean  
They set up a working group to prevent renewal of cooperation agreements and industry-
managed traceability 

A group of MEPs has just « declared war, » as they put it, on tobacco manufacturers. On 3 
March, ten or so members of the European Parliament convened the press to announce the 
creation of a working group that aims to prevent interference by the tobacco industry. 
« Tobacco is the only legal consumer product that kills its users when they follow the 
manufacturer’s instructions, » explained Gilles Pargneaux (S&D, France), who is behind the 
initiative. « The tobacco industry’s interference is premeditated and constant. It occurs at every 
level of the tobacco production chain, from planting to processing and marketing, » he added.  

http://www.zoominfo.com/p/Philippe-Chatelain/2094329031
https://www.contexte.com/sante/
https://www.contexte.com/equipe/sophie-petitjean-66132.html


The group has set five priorities : to monitor transposition of the tobacco directive ; to ensure 
compliance with the transparency principles of the WHO Framework Convention on Tobacco 
Control ; to encourage ratification of the WHO protocol on illicit trade in tobacco products ; to 
prevent the renewal of cooperation agreements between the EU and manufacturers : and to 
establish a connection between plain packs and independent traceability of tobacco products. 
At this stage, the group’s membership is still a bit vague. Around 40 MEPs have seemingly 
expressed an interest, even though only ten or so have so far confirmed their participation 
(mainly French, Belgian and Italian MEPs from all the political groups except the ECR and the 
non-attached). In principle, there will be several meetings a year and they will be open to the 
public. The practical working arrangements will be decided at the group’s first meeting, on 30 
April, to coincide with the EP plenary session in Strasbourg.  

Tobacco products are regulated by a new EU directive since mid-2014. But the issue has not 
been taken off the EU agenda now that the text is in place. The Commission is drafting a set of 
secondary legislative texts (priority list of additives, treatment of flavourings, etc). It is also 
examining the possibility of prolonging the anti-fraud cooperation agreement with Philip Morris 
International (PMI). Under this agreement, which has served as a model for others with Japan 
Tobacco International, British American Tobacco and Imperial Tobacco, the firm pays the Union 
US$1.25 billion to contribute to efforts to stamp out smuggling and counterfeiting of 
tobacco products.  

Cooperation agreements 

For the new working group, the non-renewal of such cooperation agreements is a priority. « It 
is very hard to imagine that cigarette manufacturers would be willing to pay such large amounts 
if they were innocent or irreproachable, » said Pargneaux. The group will therefore encourage 
the Commission to replace the existing cooperation deals with the WHO Protocol to Eliminate 
Illicit Trade in Tobacco Products, signed in late 2013 by the EU.  

Traceability 

Another objective is the creation of an « independent and neutral » body charged with ensuring 
the traceability of tobacco products. Manufacturers are opposed to the idea of abandoning 
their code-generation technology, Codentify. « What we have set up has been shown to work. 
We have been developing this system for more than 12 years. Codentify was patented in 2004 
and will cover all products manufactured in Europe from the end of 2015. I find it hard to 
understand why this is being called into question, » responded Philippe Chatelain, product 
traceability director for Philip Morris.  

Plain packs 

The working group also supports plain packs. It will encourage member states to introduce this 
type of logo-free pack simultaneously with an effective traceability system to prevent 

http://ec.europa.eu/health/tobacco/docs/dir_201440_en.pdf
http://ec.europa.eu/health/tobacco/docs/implementation_plan_en.pdf


counterfeiting (manufacturers’ main argument). Plain packs are scheduled to appear in Ireland 
in May 2017. The UK, France and Norway are expected to follow.  

Pharmalutions Pte Ltd Contact details 

Business Address 259882, Singapur Singapore  

Mr Tilman Jörß 
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Tilman Jörß 

 Managing Director  
 Pharmalutions Pte Ltd Singapur, Singapore  

Professional experience 

 6 years 3 months  04/2010 - present 

Managing Director  Pharmalutions Pte Ltd  

www.pharmalutions.net 

Previously:  4 years  6 months  10/2005 - 03/2010 

Chief Representat1ve (Asia-Pacific) 

Uhlmann VisioTec GmbH  

www.uhlmann-visiotec.com 

Track and Trace 

http://www.uhlmann.de/fileadmin/Redakteure_Website/02_Solutions/05_Automation_and_software/04_Track_Trace/Brochure_Track_Trace_EN.pdf 

 

Educational background 

 08/1996 - 11/2001  

https://www.xing.com/companies/go?name=Pharmalutions+Pte+Ltd
https://www.xing.com/companies/go?name=Pharmalutions+Pte+Ltd
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Nordakademie 

Business Economics, Dipl.Kfm (FH)  Marketing, Entrepreneuring,  E-Business 

 

Languages German English 

 

Uhlmann 

Process and quality assurance par excellence 

State-of-the-art automated systems are necessary for appropriate monitoring and controlling of 

the pharmaceutical packaging process. SCADA solutions for comprehensive quality assurance or 

production data acquisition and evaluation are just as important as Track & Trace applications 

that meet the legislative requirements in terms of serial numbering and the unique marking of 

products. Uhlmann also offers tailored solutions in these fields: for reliable, traceable, and cost-

optimized production. 
 

Track & Trace 

 

 

For the seamless traceability of pharmaceutical products 

Track & Trace by Uhlmann is the solution for comprehensive protection against counterfeiting 

as well as product and process reliability. Every packaging unit can be marked with a unique, 

serialized 2D code. The code data stored in the Uhlmann tracking database links the 

https://www.xing.com/search/members?keywords=Nordakademie


information from one packaging unit to that of the next largest unit. This ensures seamless 

transparency of the complete supply chain from production to the pharmacy. 

Track & Trace by Uhlmann covers three options:  

 Codification 

 Label tracking 

 Full serialization 

Highlights 

 Integration of diverse printing technologies and label applications into Uhlmann 

machines or those of other manufacturers 

 Intelligent OCR/OCV inspection systems as well as the application of coordinated 

printing/marking systems 

 Solutions for primary, secondary, and tertiary packaging as well as for inventory and 

distribution processes 

 Seamless marking and serialization solutions from the packaging line to the corporate IT 

system 

 Turnkey project management 

Optimally tailored solutions. Integrated, from a single source: 

 For Uhlmann packaging lines: 

Uhlmann undertakes full integration for the respectively required Track & Trace 

functionality into the packaging line – including all hardware and software components. 

If desired, also including turnkey project management from the line to the corporate IT 

database. 

 For machines and lines from other manufacturers: 

Uhlmann realizes tailored Track & Trace solutions that meet indentical functionality and 

performance standards as for Uhlmann machines and lines. As an example, an 

integrated serialization solution for the application of variable data to cartons in the 

ongoing cartoning process. 

 For manual tasks: 

Even in this case, Uhlmann offers special hardware and software solutions, such as 

standalone units of different configuration levels, as the Uhlmann Serialization Platform, 

for use wherever machine or line revalidation is not foreseen. Furthermore, Uhlmann 

http://www.uhlmann.de/en/products/serialization/uhlmann-serialization-platform.html


offers manual aggregation stations with straightforward operator guidance for use 

during manual packaging and palletizing, as well as for use in the warehouse or 

distribution center. 

Tilman Joerss 

Owner & Director of Pharmalutions 

Location 
Singapore 

Industry 
Pharmaceuticals 

Websites 
 Company Website 

 Public Profile 
https://sg.linkedin.com/in/tilman-joerss-74b58820 

 
Contact Info 

Background 

Experience 

Owner & Director 

Pharmalutions Pte Ltd 

April 2010 – Present (6 years 3 months)Singapore 

Owner & Director of Singapore-based Pharmalutions Pte Ltd. Pharmalutions is specialized in the 
transfer of know-how and technologies for product serialization and Track & Trace within the 
Pharmaceutical & Tobacco packaging industry. 

Chief Representative (Asia-Pacific) 

Uhlmann VisioTec GmbH 

October 2005 – March 2010 (4 years 6 months)Singapore 

Competence Center of Uhlmann Pac-Systeme GmbH & Co. (Germany) specialized in 
pharmaceutical in-line inspection & printing systems, Track & Trace and high-speed In-line NIR-
Analysis. 

https://www.linkedin.com/vsearch/p?countryCode=sg&trk=prof-0-ovw-location
https://www.linkedin.com/vsearch/p?f_I=15&trk=prof-0-ovw-industry
https://www.linkedin.com/redir/redirect?url=http%3A%2F%2Fwww%2Epharmalutions%2Enet&urlhash=YKGy
https://sg.linkedin.com/in/tilman-joerss-74b58820
https://www.linkedin.com/in/tilman-joerss-74b58820?authType=name&authToken=WStu
https://www.linkedin.com/title/owner-%26-director?trk=mprofile_title
https://www.linkedin.com/company/2544304?trk=prof-exp-company-name
https://www.linkedin.com/title/chief-representative-%28asia-pacific%29?trk=mprofile_title
https://www.linkedin.com/vsearch/p?company=Uhlmann+VisioTec+GmbH&trk=prof-exp-company-name


 

Innovative machines for your pharmaceutical packaging | Uhlmann Group 

Sales & Service Manager (Asia-Pacific) 

Focke (Singapore) Pte Ltd 

March 2002 – December 2004 (2 years 10 months)Singapore 

Focke & Co GmbH & Co. (Germany) is market-leader in cigarette packaging machinery and the 
benchmark as such in the global tobacco industry. 

 

English Site - FOCKE & Co. 
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Introduction 
The illicit trade in tobacco products is a threat 
both to government finances and to public 
health. It robs governments of much needed 
revenues, and it undermines efforts to reduce 
tobacco consumption, particularly through the 
imposition of high levels of tobacco taxation. 1  

 
Although by definition the 
global illicit trade in tobacco 
products is hard to measure 
with accuracy, it is known to 
be very substantial. A 2009 
study estimated that 11.6 
percent of the global 
cigarette market was illicit.2 
This is equivalent to 657 
billion cigarettes a year, and 
means a loss of tax revenues 
of about US$40.5 billion.  

 
What is Codentify?   
Codentify is a coding system that the tobacco 
industry wants governments to adopt as a 
solution to their obligations to fight the illicit 
tobacco trade, under the WHO Protocol to 
Eliminate Illicit Trade in Tobacco Products 
(commonly known as the Illicit Trade Protocol, or 
ITP) and in the European Union under the 
revised EU Tobacco Products Directive. Both the 
Protocol and Directive require a “tracking and 
tracing” system for tobacco products, which 
                                                      
1 Illicit tobacco products fall into four broad categories: Smuggling. This covers the 

unlawful movement of tobacco products from one jurisdiction to another, without 

applicable tax being paid. Therefore, smuggling may involve the movement of 

otherwise lawfully manufactured tobacco products. Counterfeiting. This covers the 

illegal manufacturing of an apparently lawful and well-known product, with 

apparent “trademarks”, but without the owners’ consent. Bootlegging. This covers 

cases where tobacco products are legally bought in one country and then transported 

to another with a higher tax rate, in amounts beyond those reasonable for personal 

use. Illegal Manufacturing. This covers cases where tobacco products are 

manufactured without declaration to the relevant authorities. In some cases, they 

may be manufactured in approved factories, unbooked and/or out of normal hours. 

2 Joossens L, Merriman D, Ross H, Raw M. How eliminating the global illicit 

cigarette trade would increase tax revenue and save lives. Paris: International Union 

Against Tuberculosis and Lung Disease; 2009 

should help law enforcement agencies identify 
illicit products in their countries. 
 
Codentify was first developed by Philip Morris 
International (PMI). However in November 2010, 
PMI licensed the system, at no cost, to the other 
three major tobacco manufacturers: British 

American Tobacco (BAT), 
Imperial Tobacco Group and 
Japan Tobacco International 
(JTI). These four companies 
have now formed the Digital 
Coding and Tracking 
Association (DCTA), based in 
Zurich, to promote the system 
to governments and 
independent agencies.3  
 
Codentify is a system based 
on alphanumeric codes, which 

are visibly printed on tobacco packaging. Each 
Codentify code is a unique, unpredictable set of 
12 letters or numbers. According to PMI, 
“Codentify avoids the requirement to store the 
codes by encrypting the information contained 
within them prior to printing through a patented 
combination of multiple keys and digital 
signatures”. 4  
 
The system is based on machine-generated 
codes created at factory level and printed on 
packaging. Factory level “secret keys” are stored 
on company (or third party) computer servers. 
Each key allows the production of a specified 
number of Codentify codes. 
 
 
 
 
 
 

                                                      
3 http://www.dcta-global.com/  

4 Philip Morris International. Codentify 2012. 

http://www.pmi.com/eng/documents/Codentify_E_Brochure_English.pdf  

The tobacco industry’s secretive 
behaviour means that there has 

been no full independent 
assessment of the security of the 

Codentify system. Without such an 
assessment, governments could be 

opting for a “black box” system, 
with features and possible 

weaknesses that only the tobacco 
industry is aware of. 

Does the tobacco industry have a tracking and tracing 
system that governments can use? 

 

http://www.dcta-global.com/
http://www.pmi.com/eng/documents/Codentify_E_Brochure_English.pdf
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The codes may contain the following 
information:  

• date and time of manufacture 
• machine of manufacture 
• brand and brand variant 
• pack type 
• pack size 
• destination market 
• price 

 
Anyone who does not have access to secret keys 
to encrypt the information cannot generate 
original valid codes. Codes could be checked for 
validity through call centres, applications on 
mobile devices and through other means.  
 
Each of the four big tobacco firms also has at 
least one global database. If a law enforcement 
officer enters a code through the DCTA portal, it 
can be checked for validity, and the decrypted 
code can be referred to the global database of 
the relevant firm to provide tracking and tracing 
information.  
 
Possible Security Problems 
The Codentify system uses relatively unsecured 
commercially available equipment on sites 
where operators may have a vested interest in 
misusing it.  

 
The system does not appear to prevent valid 
codes from being used twice. Therefore, 
counterfeiters and other illicit manufacturers 
could simply copy codes (sometimes called 
“code cloning”). Since Codentify codes are 
visible, it could be easy to collect a large number 
of such codes. If the same code is scanned twice 
on different packs it appears to be impossible to 
tell which is illicit.  
 
Codentify also seems vulnerable to “code 
recycling”, to print valid codes on illicit products, 
for example by using codes originally printed on 
tobacco products that have been rejected and 
destroyed (which isn’t unusual during the 
production process). Particularly if these codes 
are placed on tobacco products sold in the same 
market as the legitimate products whose codes 
have been copied,                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                       

it may be impossible for enforcement authorities 
to identify them as illicit.  
 
The system of secret keys may be usable to 
generate apparently genuine tobacco products 
in factories “after hours”. For example, factories 
could use unused codes from a production run to 
produce additional products that are intended 
for illicit trade but may appear valid if the code is 
traced.  
 
There may also be a weakness around “code 
migration”; where codes printed in one country 
can be reprinted in another, creating apparently 
legal products that enforcement agencies could 
not effectively trace. 5  
 
Codes produced using inkjet printers may be 
easily erased or altered, and would therefore not 
be “securely affixed”, as required by the Protocol 
and Directive.  
 
Although the industry has marketed Codentify as 
a tax verification system, this does not appear to 
be the case for the reasons given above. This is 
why many countries where it is used also have a 
tax stamp system, for example in the European 
Union 6 
 
Other Issues 
When enforcement agencies use Codentify 
codes in their investigations, the enquiries could 
be transparent to the industry, allowing it to 
manipulate replies and hide key data.  
 
The tobacco industry’s secretive behaviour 
means that there has been no full independent 
assessment of the security of the Codentify 
system. Without such an assessment, 
governments could be opting for a “black box” 
system, with features and possible weaknesses 
that only the tobacco industry is aware of.  
 

                                                      
5 These problems are in effect admitted by the industry in the Codentify patent 

documentation, which states that: “[0008] […] the production codes can easily be 

imitated or cloned.” (patent EP1719070 (B1) Page 2)  
6 Including Belgium, Bulgaria, Czech Republic, Denmark, Estonia, Germany, 

Greece, Hungary, Ireland, Italy, Latvia, Lithuania, Luxemburg, Netherlands, Poland, 

Portugal, Romania, Slovakia, Spain.  
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Some information required under the Protocol 
and Directive will not be known at the time of 
production, when Codentify codes would be 
printed. This includes shipment routes from 
manufacturing to first retailer, the identity of all 
purchasers from manufacturing to first retail 
outlet, and the invoices, order numbers and 
payments of all purchasers from manufacturing 
to first retailers. It is not clear how this 
information will be associated with Codentify 
codes.  
 
Key Questions 
The tobacco industry has already had some 
success in marketing its Codentify system to 
international agencies. In 2011 INTERPOL 
accepted a donation from Philip Morris 
International (PMI) of $23.5 million. Shortly 
afterwards, in July 2012, INTERPOL announced 
the creation of the INTERPOL Global Register 
(IGR) which aims to provide tools to help law 
enforcement and the public determine a 
product’s authenticity. INTERPOL also stated it 
would be working with the DCTA to make 
Codentify accessible via the IGR. 

  
It is unacceptable that any government or 
international agency should adopt the 
Codentify system without having set proper 
standards for its tracking and tracing regime, 
and having assessed properly whether 
Codentify meets them. This is particularly 
dangerous in countries with very limited 
enforcement resources.  

 
The following questions must therefore be asked 
and answered before any government considers 
Codentify as a solution to its obligations under 
the Illicit Trade Protocol and the EU Products 
Directive.   
 

a. Can Codentify codes be copied or diverted for 
use on tobacco products that are not tax 
paid, in order for them to appear as not illicit 
when examined by enforcement officers? 

b. Does Codentify provide an adequate 
guarantee that tobacco products are being 
sold in their stated target market and are tax 

paid? If it does, why do many European 
countries using Codentify also require tax 
stamps on tobacco products?  

c. Would the use of Codentify by enforcement 
agencies, and access to any related database, 
be transparent to the tobacco industry, 
making available information about 
investigations that should be kept 
confidential?  

d. Is Codentify and the accompanying handling 
and storage of data by the tobacco industry 
compliant with Article 8.8 of the Protocol, 
which requires the establishment of an 
independent “global focal point” through 
which governments and enforcement 
agencies can access the information required 
under Article 5?  

e. Will the industry undertake to make available 
to governments, the European Commission or 
their designated agents, information about 
the source code and algorithms behind 
Codentify, so that it can be independently 
assessed? 

f. Do individual Codentify codes include a 
product description, as required under Article 
8.4.1(g) of the Protocol and Article 15.2(e) of 
the Directive? 

g. Does the information encoded under 
Codentify include all the information required 
in Article 15 of the Directive, including “the 
actual shipment route from manufacturing to 
the first retail outlet … the identity of all 
purchasers from manufacturing to the first 
retail outlet” … and the invoice, order 
number and payment records of all 
purchasers from manufacturing to the first 
retail outlet”? It should be noted that some of 
this information might not be known at the 
time of manufacture.  

 
There are many competing tracking and tracing 
systems provided by companies unrelated to the 
tobacco industry that could be used on tobacco 
packaging, for example 2d bar codes. These 
should certainly be preferred if there are no 
satisfactory answers to the key questions about 
Codentify.  



Big Tobacco suspected of 
dodging EU anti-
smuggling rules
By PETER TEFFER o l
BRUSSELS, TODAY, 10:57

Tobacco companies have sold their anti-smuggling system to a third party to 

comply with upcoming EU rules, but critics say the new owner is a front 

company.

The track-and-trace system, Codentify, helps tobacco firms and customs 

authorities to find out where a pack of cigarettes was produced and is used to 

combat smuggling - a multi-billion euro criminal industry in Europe.

It was set up in the wake of cooperation agreements between the EU and the 

four major tobacco companies, which required the firms to keep track of their 

products. 

Tobacco companies had previously been suspected of smuggling their own 

goods in an effort to avoid paying taxes.

Codentify was owned by the tobacco industry until last month. 

The cooperation agreements, one of which, with Philip Morris International 

(PMI), is due to expire in less than three weeks, were non-legislative contracts 

and did not require the track-and-trace system to be separate from the 

tobacco industry. 

However, new EU legislation, as well as upcoming World Health Organisation 

(WHO) rules, specify that the system should be independently owned. 

NEWS / ECONOMIC AFFAIRS
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The WHO has previously expressed criticism of Codentify, which it said lacked 

transparency “and might have features that only the tobacco industry is aware 

of”.

Spokespersons for Philip Morris International, and for the joint venture that 

sold Codentify, told this website via email on Monday that the system now 

complies with the EU's new Tobacco Products Directive and the WHO's 

Framework Convention on Tobacco Control (FCTC).

The FCTC is an international treaty, also signed by the EU, which aims to curb 

tobacco smuggling.

“Inexto is fully independent from the tobacco industry," said PMI spokesman 

Andrew Cave, referring to the Swiss-registered company that bought 

Codentify.

Inexto is registered in the Swiss city of Lausanne, at an address that is a five-

minute drive from the offices of Philip Morris International (PMI) and British 

American Tobacco Switzerland.

Inexto was founded this year and owned is owned by a French group called 

Impala, which has several daughter companies specialising in industries that 

range from energy to manufacturing.

The receptionist at Inexto's mother company, Impala, said she did not know 

Philippe Chatelain, Inexto's managing director, but told EUobserver he would 

be called back. This has yet to happen.

Chatelain, and two other top officials of Inexto, have worked for PMI for over a 

decade. They left the firm just last month.

EUobserver was made aware of the sale and make-up of the new company by 

Oscar Larsson, a student at the Open University of London. He runs a blog, 

called Why It's Bad in which he is critical of the Codentify tool.

"This is not an innocent purchasing of a legitimate technology,” Larsson told 

this website in an email. 
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“These are not just former employees from PMI, they are the dedicated core of 

the whole Codentify concept. Their names are on the patents and they are the 

inventors of this intentionally flawed system, designed by the tobacco industry 

to serve the tobacco industry and not the European Union”, he said.

Other critics of the tobacco industry also questioned the motives behind the 

sale.

Anna Gilmore, director of the tobacco control research group at the University 

of Bath, said Inexto could not be considered sufficiently independent from the 

tobacco industry.

“Given the tobacco industry's long history of involvement in the illicit tobacco 

trade, a genuinely independent system would be a threat to the industry,” she 

told this website via email. 

“It is therefore attempting to have governments implement its Codentify 

system by setting up intermediaries and front organisations to promote 

Codentify,” she added.

Luk Joossens, advocacy officer of the Association of European Cancer Leagues, 

said the sale was “a predictable move”, adding that tobacco companies will 

now “pretend” that Codentify is no longer part of the tobacco industry.

The FCTC's secretariat, which has taken aim at Codentify before, repeated its 

opposition in a response to this website.

“Whether or not the new company will truly be independent of the tobacco 

industry, or if it will continue to defend the interests of the tobacco industry 

with just one more degree of separation remains to be seen,” said Vera Luiza 

da Costa e Silva, head of the secretariat of the FCTC.

She added that even if the track-and-trace (T&T) system was independent, it 

would still lack transparency.

“If the new company’s purpose is to continue to promote Codentify as a T&T 

system allegedly in compliance with the protocol, then this independence is 
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irrelevant, since ... analyses of Codentify have found it to not be compliant with 

protocol recommendations on T&T,” said Da Costa e Silva

The Digital Coding & Tracking Association (DCTA), which owned Codentify until 

1 June 2016, said Inexto "is fully independent from any tobacco company".

DCTA is a joint venture by British American Tobacco, Imperial Tobacco Limited, 

Japan Tobacco International, and Philip Morris International.

"The three individuals you reference are no longer employees of any tobacco 

manufacturer and their jobs transferred to Inexto as part of the technology 

sale," a DCTA spokesperson said by email, without revealing his or her name. 

"Their deep knowledge of the technology, combined with their understanding 

of the complexities involved in the tobacco supply chain, means they offer 

Inexto unique expertise which will be necessary as the technology continues to 

evolve as a world-class, open source solution”.

The European Commission did not respond to requests for a comment.
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CODENTIFY®: AN INDUSTRY ATTEMPT TO CONTROL ILLICIT TRADE 
 

HOLDING BIG TOBACCO ACCOUNTABLE THROUGH AN ILLICIT TRADE PROTOCOL (ITP) 
Parties to the FCTC are negotiating a protocol to prevent illicit tobacco trade (ITP), building on Article 15 
of the treaty. To uphold parties’ obligations under the World Health Organization Framework Convention 
on Tobacco Control (FCTC), this protocol MUST prioritize health over trade, protect health policy 
from tobacco industry interference and hold tobacco transnationals accountable for the harms 
they cause. 
 

ARTICLE 5.3 AND THE ILLICIT TRADE PROTOCOL 
Parties recognize tobacco industry interference as perhaps the greatest threat to FCTC implementation. As 
parties launched negotiations on an illicit trade protocol, the Conference of the Parties reaffirmed “the 
importance of Article 5.3 of the WHO FCTC, which requires the Parties to act to protect their public 
health policies from commercial and other vested interests of the tobacco industry in accordance with 
national law.” In practical terms, this means “the tobacco industry should not be a partner in any initiative 
linked to setting or implementing public health policies, given that its interests are in direct conflict with 
the goals of public health.”  
 

Further, Article 7 of the draft text of the ITP states that “Obligations assigned to a Party shall not be 
performed by or delegated to the tobacco industry,” and that “Each Party shall ensure that its designated 
competent national authorities, in participating in the tracking and tracing regime, interact with the tobacco 
industry and those representing the interests of the tobacco industry only to the extent strictly necessary in 
the implementation of the provisions of this Article.”  
 

CODENTIFY®: THE TOBACCO INDUSTRY’S ATTEMPT TO UNDERMINE THE PROTOCOL  
Parties have already made significant progress on Article 7, which aims to establish the global tracking and 
tracing of tobacco products. The tobacco industry’s latest effort to undermine the ITP is an 
industry-created brand-authentication and tracing system known as Codentify®. Although 
developed and patented by Philip Morris Products, S.A. (PMP), British American Tobacco (BAT), 
Imperial Tobacco and Japan Tobacco International have publicly endorsed the system.  
 

This industry sponsored system was not designed to “track” as defined in the current draft Protocol, nor 
was it designed to be controlled by governments. Because tobacco transnationals have benefited from—
and even been complicit in—illicit trade in tobacco products in order to open up new markets and evade 
taxes, parties should reject industry-promoted systems to control illicit trade.  
 

 
 
 
 



 

Phillip Morris Products’ patented Codentify® is an effort by the tobacco industry to preempt and 
thwart efforts to reign in illicit trade, and control sensitive data and system functionality. The use of 
Codentify® by governments raises serious concerns regarding the delegation of parties’ obligations under 
Article 7 to the tobacco industry. In addition, the tobacco industry’s promotion of Codentify® creates 
unnecessary interactions between government officials and the industry that can result in direct violation 
of Article 5.3 and its guidelines. 
 
PMP has carefully crafted language in the patent to circumvent parties’ obligations under Article 5.3, 
referencing a “a trusted third party" having control over the system if it involved tax collection and an 
"independent integrator" that was described as the system's administrator.  These concepts were promoted 
by a group called the Digital Coding and Tracking Association, which consists of representatives from 
major tobacco corporations. 
 

WHY GOVERNMENTS SHOULD BE WARY OF CODENTIFY® 

• Philip Morris Products holds the patent to Codentify®, and it has been endorsed by British 
American Tobacco, Imperial Tobacco and Japan Tobacco International. Given the industry’s 
ongoing history of complicity in illicit trade and interfering in the life-saving health measures of the 
FCTC, any industry-promoted system will inherently undermine public health efforts and 
potentially effect anti-illicit trade investigations. 

• Even accepting the use of a "trusted third party" or any similar entity, Codentify® remains a 
system developed, patented, promoted directly and indirectly by the tobacco industry.   

• Codentify® gives the industry sensitive, proprietary information from competitors and 
governments that, if misused, would actually make it easier for them to engage in illicit 
trade, evade taxes and open up new markets for their brands.  

• With Codentify®, manufacturers, not governments, control and store data. This presents 
serious problems in terms of transparency and accountability.  

• Codentify® is not proven to increase revenue for governments, unlike tracking and tracing 
systems created by independent security products companies.  

• Because Codentify® is primarily a brand-authentication system, not a tracking and tracing 
system, seizure is likely to be focused on counterfeit and expired products. It is in the 
tobacco industry’s interest to get the government to seize counterfeit and expired products that 
compete with their brands or otherwise impact brand value. Though this is laudable, this means 
that less focus will be placed on preventing smuggling and overproduction, which is the primary 
way that the tobacco industry evades taxes and opens up new markets for its deadly products.  

 

WE STRONGLY URGE PARTIES TO:  

• Not utilize Codentify® because of its direct ties to the tobacco industry. 

• Adopt a robust and independent tracking and tracing systems where governments, not the tobacco 
industry, control operations and information  
 

The final text of the illicit trade protocol should reflect these key principles while ensuring consistency with the FCTC Article 
5.3 Guidelines (http://www.who.int/fctc/guidelines/article_5_3.pdf). For background on Article 5.3 and an exposé of 
current tobacco industry tactics to undermine the FCTC and the illicit trade protocol, visit www.ChallengingBigTobacco.org. 



Implementing Technologies to Fight the 
Illicit Trace
Daniel Hubert

May 2013
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DIGITAL CODING & TRACKING 
ASSOCIATION

AIM

To promote cost effective industryTo promote cost effective industry 
standards & supporting technology 
solutions for…

Digital Tax Verification

Track & Trace

HOW

• Engage with governments and

Track & Trace

Product Authentication
• Engage with governments and 

international organisations

• Work with standardisation bodies and 
solution integrators

Drive for the adoption of standards (and approved solutions) 

Copyright © Codentify 2012

to fight illicit trade in excisable products. 



WHO WE ARE

• Formal Association, registered in Zurich

• Current members:

• Produce 75% of the world’s tobacco products (excluding 
China), or some 2.5 trillion cigarettes (2011)

• Raise over US$150 billion in taxes annually 

• Membership open to any manufacturer of excisable 
products that is actively seeking to reduce illicit trade
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PREVENT ILLICIT TRADE BY 
IMPLEMENTING TECHNOLOGY

PreventionPrevention
The missing piece 
of the jigsaw…

Technology: A key enabler but not a silver bullet

Copyright © Codentify 2012

Technology: A key enabler, but not a silver bullet



ILLICIT TRADE IS GROWING

PROBLEM 

CounterfeitSmuggling Tax Evasion

Annual tax 
revenue loss: 
US$40 billion

600+ billion illicit 
cigarettes

10-12% of world 
consumption

IMPACTSIMPACTS 
Poor quality & 
unregulated 

products 

Annual revenue 
loss to business: 
US$5-10 billion

Funding 
organised crime 

& terrorism
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A TRULY TRANSNATIONAL PROBLEM

Russia

Copyright © Codentify 2012
UAE 



REGULATIONS, BUT NO CLEAR 
STANDARDS ON THE HOW

PROBLEM 

CounterfeitSmuggling Tax Evasion

Volume/Tax 
VerificationTrack & Trace AuthenticationSOLUTIONS

WHO: FCTC Illicit 
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Trade Protocol



WHAT THE FCTC ITP SAYS

“..agree to establish within five years of entry into force of this Protocol a global 
tracking and tracing regime, comprising national and/or regional tracking and 
tracing systems and a global information-sharing focal point..” 

Global T&T
Cigarettes 5 years

OTP 10 years

“..unique identification markings, such as codes or stamps, are affixed to or form 
part of all unit packets and packages and any outside packaging of cigarettes..”

“..as part of the global tracking and tracing regime, require that the following 
information be available..

Pack Level T&T

information be available..
(a) date and location of manufacture;
(b) manufacturing facility;
(c) machine used to manufacture tobacco products;
(d) production shift or time of manufacture;
(e) the name, invoice, order number and payment records of the first customer who is not 

Full T&T Data
As per EU Agreement

affiliated with the manufacturer;
(f) the intended market of retail sale;
(g) product description;
(h) any warehousing and shipping;
(i) the identity of any known subsequent purchaser; and
(j) the intended shipment route the shipment date shipment destination point of(j) the intended shipment route, the shipment date, shipment destination, point of 

departure and consignee.”

“..further development and expansion of the scope of the applicable tracking and 
tracing system up to the point that all duties, relevant taxes, and where 

i t th bli ti h b di h d t th i t f f t
Beyond 1st Customer

Copyright © Codentify 2012
• The Protocol was opened for signature 10 January 2013 and will remain open until 9 January 2014
• Comes into force 90 days after 40th signature

8

appropriate, other obligations have been discharged at the point of manufacture, 
import or release from customs or excise control.”



TRACK & TRACE

“Tracking” - the forward movement of goods 
through the supply chain; and alsothrough the supply chain; and also 

“Tracing” - backwards through the supply chain to 
establish where genuine products may have beenestablish where genuine products may have been 
diverted from normal distribution channels. 

unique identification of products
hierarchy management of packaging units
scanning capabilities across multiplescanning capabilities across multiple 
locations
integration of multiple data capture points
centralised data capture

Copyright © Codentify 2012

centralised data capture



FCTC: IMPLEMENTATION RISK

Problem: Transnational Illicit Trade

International Response: FCTC AIT Protocol

Country A Country B Country C Country D Country E

Implementation: National Government

Impact: Transnational Legal Supply Chains

p

Risk: Governments implement the FCTC without considering the 
international nature of the problem

Copyright © Codentify 2012

Result: the FCTC Protocol is not delivered and proves ineffective



WHAT IS NEEDED TO BE 
SUCCESSFUL…

1. A coordinated international response

2 Technology solutions based on internationally recognised2. Technology solutions based on internationally recognised 
standards that provide stakeholders with the following capabilities:

– Visibility & control over manufacturing and distribution

– Tracking & Tracing and identification of points of diversion

– Enhanced tax recovery

– Improved law enforcement capacity

– Product authentication by anyone: mass consumer authentication

– Cost effectiveness
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INTEGRATED SECURE TECHNOLOGY

End to end secure technology model that protects

Certified Technology Solutions

Copyright © Codentify 2012

End to end secure technology model that protects 
legal transnational supply chains



TECHNOLOGY SOLUTIONS BASED ON 
INTERNATIONAL STANDARDS

The DCTA has developed a complete 
solution for tackling illicit tradesolution for tackling illicit trade

Digital Tax 
Verification

protect tax revenues by strengthening recovery 
capabilities and reducing evasion

Track & Trace monitor and secure the distribution of products 
worldwide

Product 
Authentication

anytime, anywhere verification of product by 
anyone
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‘ACTIVE’ VERIFICATION THROUGH 
DIGITAL CODING

Tax stamps: Passive authentication Digital coding: Active verification

Law enforcement, retailers & consumers
Large data source to analyse illicit trade issues and trends
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Large data source to analyse illicit trade issues and trends



CODENTIFY DELIVERS FOR 
GOVERNMENTS

Protects government revenues

Real-time visibility and control

Strengthens law enforcement capacity

Meets international regulatory requirements

Guarantees product integrityGua a tees p oduct teg ty

Cost effective, secure and easy to implement
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A PROVEN TRACK RECORD

Codentify is operating in over 
50 countries worldwide

EU anti-illicit 
trade agreements

INTERPOL 
Global Register

Copyright © Codentify 2012

trade agreements Global Register



THANK YOU
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Patents by Inventor Patrick Chanez  

Patrick Chanez has filed for patents to protect the following inventions. This listing includes 
patent applications that are pending as well as patents that have already been granted by the 
United States Patent and Trademark Office (USPTO).  

 METHOD AND APPARATUS FOR STORAGE OF DATA FOR TRACKING MANUFACTURED ITEMS  

Publication number: 20150332210  

Abstract: The invention provides a method for the generation and storage of data for 
manufactured items in a batch of manufactured items that reduces data storage 
requirements.  

Type: Application  

Filed: December 16, 2013  

Publication date: November 19, 2015  

Inventors: Steve NIQUILLE, Patrick CHANEZ  

 METHOD AND APPARATUS FOR MARKING MANUFACTURED ITEMS USING PHYSICAL CHARACTERISTIC  

Publication number: 20150317644  

Abstract: A method of marking a manufactured item is described, comprising: creating a 
unique product identifier for a manufactured item; creating one or more encryption 
keys; generating a secret key using the unique product identifier and the one or more 
encryption keys; generating a system noise value by performing a hash function on the 
secret key and the unique product identifier; generating a physical key from a measured 
physical property of the manufactured item; generating a physical noise value by 
performing a hash function on the physical key and the unique product identifier; 
generating a secure identifier derived from or incorporating the system noise value and 
the physical noise value; and placing a mark on the manufactured item, the mark 
comprising the secure identifier or an identifier derived from the secure identifier. Also 
described are methods of authenticating items marked in accordance with the 
described method.  

Type: Application  

Filed: December 16, 2013  

Publication date: November 5, 2015  

http://patents.justia.com/patent/20150332210
http://patents.justia.com/patent/20150317644


Inventors: Patrick Chanez, Erwan Fradet  

 METHOD AND APPARATUS FOR STORAGE OF DATA FOR MANUFACTURED ITEMS  

Publication number: 20150310386  

Abstract: Exemplary embodiments are directed to a method and apparatus for storing 
data for a batch of manufactured items. The method comprises defining in a processor, 
using a lower limit identifier and an upper limit identifier, a range of unique item 
identifiers for the batch, wherein each manufactured item in the batch is allocated a 
unique item identifier falling within the range. The item identifiers are stored in 
allocated storage space. If an upper limit identifier is specified for each time interval, an 
amount of storage specified for all manufactured items during a production time period 
is calculated as a sum of a first product and a second product, the first product being a 
product of a production time and a size allocated to each upper limit identifier, and the 
second product being a product of the production time, a total number of manufactured 
items, and a percentage of unused identifiers.  

Type: Application  

Filed: June 12, 2015  

Publication date: October 29, 2015  

Applicant: PHILIP MORRIS USA INC.  

Inventors: Erwan FRADET, Alain SAGER, Patrick MAUROUX, Patrick CHANEZ, Philippe 
CHATELAIN  

 Method and apparatus for storage of data for manufactured items  

Patent number: 9058584  

Abstract: Exemplary embodiments are directed to a method and apparatus for storage 
of data for a batch of manufactured items. The method comprises defining, by a lower 
limit identifier and an upper limit identifier, a range of unique item identifiers for the 
batch, wherein each manufactured item in the batch is allocated a unique item 
identifier falling within the range. The number of unique item identifiers allocated to the 
manufactured items is smaller than the number of unique item identifiers in the range. 
The unique item identifiers allocated to the manufactured items are defined by the 
lower limit item identifier of the range, the upper limit item identifier of the range and 
an indication of those item identifiers in the range which are not allocated to a 
manufactured item.  

Type: Grant  

http://patents.justia.com/patent/20150310386
http://patents.justia.com/patent/9058584


Filed: December 22, 2010  

Date of Patent: June 16, 2015  

Assignee: Philip Morris USA Inc.  

Inventors: Erwan Fradet, Alain Sager, Patrick Mauroux, Patrick Chanez, Philippe 
Chatelain  

 METHOD AND APPARATUS FOR MARKING MANUFACTURED ITEMS  

Publication number: 20140046852  

Abstract: A method and apparatus includes providing a cryptographic key, in an inactive 
state, to a point in a supply chain for manufactured items, providing the cryptographic 
key, in an active state, and an activation code for activating the cryptographic key, to a 
verification centre, and providing the activation code to the point in the supply chain in 
response to the point in the supply chain transmitting information relating to the 
received cryptographic key. The method includes generating, at the point in the supply 
chain, an identification (ID) code for each manufactured item, derived from the 
cryptographic key in the active state and a dynamic key generated for each batch of 
manufactured items. Including providing the dynamic key for each batch of 
manufactured items to the verification centre, marking each manufactured item with 
the ID code, and counting the actual or correct number of ID codes marked on the 
manufactured items.  

Type: Application  

Filed: December 21, 2011  

Publication date: February 13, 2014  

Inventors: Philippe Chatelain, Patrick Chanez, Erwan Fradet, Alain Sager  

 METHOD AND APPARATUS FOR STORAGE OF DATA FOR MANUFACTURED ITEMS  

Publication number: 20110154046  

Abstract: Exemplary embodiments are directed to a method and apparatus for storage 
of data for a batch of manufactured items. The method comprises defining, by a lower 
limit identifier and an upper limit identifier, a range of unique item identifiers for the 
batch, wherein each manufactured item in the batch is allocated a unique item 
identifier falling within the range. The number of unique item identifiers allocated to the 
manufactured items is smaller than the number of unique item identifiers in the range. 
The unique item identifiers allocated to the manufactured items are defined by the 

http://patents.justia.com/patent/20140046852
http://patents.justia.com/patent/20110154046


lower limit item identifier of the range, the upper limit item identifier of the range and 
an indication of those item identifiers in the range which are not allocated to a 
manufactured item.  

Type: Application  

Filed: December 22, 2010  

Publication date: June 23, 2011  

Applicant: Philip Morris USA Inc.  

Inventors: Erwan Fradet, Alain Sager, Patrick Mauroux, Patrick Chanez, Philippe 
Chatelain  

 METHOD AND APPARATUS FOR IDENTIFYING, AUTHENTICATING, TRACKING AND TRACING MANUFACTURED ITEMS  

Publication number: 20090230190  

Abstract: A method and apparatus for identifying manufactured items in containers, 
where each container is suitable for containing two or more units, and where the 
method comprises the steps of: associating each unit with a unique unit identifier, 
uniquely identifying each unit, allocating two or more units to be contained in each 
container, uniquely identifying each container, for each container, determining one or 
more ranges of unit identifiers of the two or more units allocated to the container, and 
storing, in a database, a container identifier for each container, each container identifier 
being coupled, in the database, to the one or more ranges of unit identifiers of the two 
or more units allocated to the container. There is also provided methods and apparatus 
for authenticating, tracking and tracing the units.  

Type: Application  

Filed: March 17, 2009  

Publication date: September 17, 2009  

Applicant: Philip Morris USA Inc.  

Inventors: Patrick Chanez, Alain Sager, Philippe Chatelain, Erwan Fradet  
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Investigating Tobacco Industry Corruption 

Sale of Codentify to Inexto Means Business as Usual for Big Tobacco 

June 21, 2016June 21, 2016  

 

Today, Peter Teffer from the EU Observer published a hard hitting article about the DCTA’s sale 
of Codentify to what at first glance seems like a third party company. I felt it important to 
provide as much detail as possible to shed even more light on the important issues he raised. 

Just a small reminder before we proceed – DCTA stands for “Digital Coding & Tracking 
Association”, which is a very “techy” brand-name for an association consisting of the Big 
Tobacco companies (I guess Deception Campaign for Tobacco Affiliates would sound a bit too 
sincere…). 
It seems that the industry’s efforts to portray Codentify as a legitimate “Digital Coding and 
Tracing” solution have finally crumbled, because at the beginning of the June DCTA’s official 
web page released a statement that all of its technology was allegedly transferred to an 
independent third party company named “Inexto”. If that was entirely true, it would be good 
news for the advocates of an independent Track & Trace solution, such as the FCTC protocol 
and this blog – but unfortunately in this case, it is only an additional layer of deceit. 
The press release states that Inexto, an affiliate of the French group Impala, has acquired the 
DCTA’s Track & Trace and product authentication technology (i.e. Codentify). It must raise a 
question – who is really behind this Inexto company that decided to buy a controversial product 
such as this? 
Meet Inexto’s managing director, Philippe Chatelain. You might know him from his former role 

https://whyitisbad.wordpress.com/
https://whyitisbad.wordpress.com/2016/06/21/sale-of-codentify-to-inexto-means-business-as-usual-for-big-tobacco/
https://whyitisbad.wordpress.com/2016/06/21/sale-of-codentify-to-inexto-means-business-as-usual-for-big-tobacco/
https://twitter.com/peterteffer
http://www.dcta-global.com/
http://www.impala-sas.com/en
https://www.linkedin.com/in/philippe-chatelain-2513b54


as PMI’s Director Product Tracking Intelligence & Security in the past 14 years (as a matter of 
fact, his LinkedIn page states he still holds this position): 

 

Moreover, according to Codentify’s European patent registration (EP1719070) he is also the 
inventor of Codentify(!), along with Erwan Fradet: 

 

Erwan Fradet was a senior engineer in PMI’s tracking and security activities over the past 10+ 
years, in fact, since 2010 he was Codentify’s project manager. But where does he work these 
days? He is Inexto’s new Chief Technology Officer! 

http://patents.justia.com/inventor/patrick-chanez
https://www.linkedin.com/in/patrick-chanez-353b04


 

And the list goes on… Inexto’s Chief Operating Officer, Patrick Chanez, is also a senior PMI 
manager: 

 

And so is Inexto’s Development Manager, Nicolas Stubi: 

 



The question that remains unanswered is: What type of severance and pension plans did these 
employees receive from PMI? 

By now the bottom line is clear: Inexto did not acquire Codentify – Inexto IS Codentify. 
Same people, same interests. In fact, these are high ranking PMI managers, who were (and still 
are) in the core of Codentify operations. A name change and a couple of money transfers from 
one corporation to another does not change this reality, and simply cannot be enough to satisfy 
the rightful demands of the FCTC protocol for a truly impartial solution, not one that has a 
decade’s worth of ties to the tobacco industry. 

Monumental decision by the EUs High Court Leaves out Codentify 

May 22, 2016June 8, 2016  

It was day for anti-tobacco activists in Europe as its High Court confirms anti-tobacco laws, but 
this modest win still does not address Codentify, which could prove most harmful to citizens. 

Recently the New York Times’s columnist David Jolly reported on the recent upholding of new 
anti-tobacco laws that will take effect at the end of May. The laws included in the EU High Court 
decision were the legal right of the legislative coalition to restrict and regulate the newly 
established e-cigarette industry, a ban on menthols, as well as obliging all cigarette packs to 
contain an image of diseased lungs, also known as “Plain Packaging”. 

Despite this monumental confirmation of anti-tobacco laws, the article reports that twenty-
eight countries in the EU aren’t necessarily bound by all of the laws’ stipulations, and can 
essentially customize the laws to their specific needs. Therefore, the binding nature, and the 
net positive effect henceforth, of this new set of laws can be put into serious doubt. 

Luckily, however, the article notes that even with the addendum of flexibility, the general ruling 
cannot be appealed by the tobacco industry, which can be considered a win in its own right. 
Nevertheless, the EU should prepare for an assault by Big Tobacco to reverse these common-
sense laws that have only now been cleared by the High Court. According to most experts, the 
tobacco lobby will most likely consolidate its fight against plain packaging. 

The law was originally passed in 2014, and yet these stipulations are only going to be put into 
effect this month. That’s because, according to the article, certain countries appealed the 
legality of the 2014 laws because their populations and economies could “suffer” as a result, 
particularly Poland, Romania and England. Their courts begged whether the law should be 
indiscriminately extended across of all member states. 

Take Poland: according to the New York Times, “Poland…has one of the world’s highest rates of 
menthol cigarette consumption,” which certainly clears the air as to where Poland (and its ally 
in this instance, Romania) stands in the fight against tobacco, and why they pioneered the 
appeal of these laws, particularly the part banning menthols. 

https://whyitisbad.wordpress.com/2016/05/22/monumental-decision-by-the-eus-high-court-leaves-out-codentify/
https://whyitisbad.wordpress.com/2016/05/22/monumental-decision-by-the-eus-high-court-leaves-out-codentify/
http://www.nytimes.com/2016/05/05/business/eus-highest-court-upholds-strict-smoking-rules.html


That’s why this case has taken particularly long, and had to be ratified by the Court of Justice in 
Luxembourg, which essentially serves as the EU’s main appeals court to member states. 
Ultimately, however, the Court of Justice ruled that the law was legal and should be “applied 
evenly across the bloc”. 

Additionally, the regulation of e-cigarettes is a big step forward in the fight against Big Tobacco 
in Europe. Yet the article mentions no detailed analysis of these restrictions, and happen to 
note that the restrictions will certainly be weaker than that of traditional cigarettes. 

The article notes that while the United States lacks federal laws against e-cigarettes, many 
individual states have taken it upon themselves to limit their use in public. In this regard, 
Europe has lots of catching up to do if it aims to sustain its reputation as being a pro-health 
coalition. 

However, what grossly overshadows this modest legislative success is the complete lack of 
mention of the most dangerous policy in the European tobacco market: Codentify. 
Without the prevention of Codentify, all the aforementioned laws, and any future laws could 
prove completely obsolete. 

For those who aren’t aware, Codentify is a technological regulatory system aimed at preventing 
the manufacturing, shipping and sale of counterfeit tobacco products. The purpose of such a 
system is to be able to track and trace all legitimate sales, and thus determine what is or is not 
a legal form of tobacco. 

The reason such a system needed remains multifold. Firstly, the counterfeit tobacco market 
tends to use lower-quality and more harmful tobacco in their products since they are beyond 
the scope of health regulations. The source and delivery of these products are even linked to 
terrorist organizations in the Middle East and North Africa. This inevitably makes the customer 
more at risk of health issues, and without the proper knowledge of the carcinogenic potential in 
the cigarette he or she was smoking. 

Moreover, the counterfeit market allows many large tobacco corporations to evade millions of 
Euros in taxes that they would otherwise be giving back to citizens. This gives a major incentive 
for these tobacco corporations to actually participate in the counterfeit market. In fact, there 
have been many cases linking direct involvement between tobacco executives and the illegal 
sale of tobacco products both domestically and overseas. 

Which makes it all the more ironic that the Codentify system was actually conjured up by Big 
Tobacco, and lobbied by them as well. This conflict of interest alone should be reason enough 
to be skeptical of the Codentify and block any attempt of implementing it in Europe. 

Yet even the system itself has proven to be unreliable – primarily because it lacks any real track 
and trace system necessary for monitoring the counterfeit movement and sale of tobacco. 
When we look at all these reasons, the fact that Codentify still receives a general level of 



support in the EU Parliament is astonishing and baffling – especially when we receive news of 
superficial laws like those the New York Times relayed this week. 

In closing, while anti-tobacco leaders have a right to celebrate their win in the EU High Court 
today, they must not lose the forest for the trees, and should concentrate their efforts on 
blocking Codentify from being implemented in the European Union as soon as possible. 
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