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1 EXECUTIVE SUMMARY

The following document serves as the Final Report t o t he Eur opean
Consumers, Health and Food Executive Agency (CHAFEA) in response to the tender
n°® EAHC/2013/Health/11 concerning the provision of an ana lysis and feasibility
assessment regarding EU systems for tracking and tracing of tobacco pro ducts and for
security features (hereinafter fi)t Ase perPtmeoqyiginal ttemder, this report
includes the findings and recommendations with respect to the overall Project and all
related deliverables. The Final Report incorporates the first and second stages of the

Project. This Executive Summary serves as a summary to the Final Report and is
available in English and French.

1.1 PROJECT CONTEXT

As per the Tender!, the Project clearly defined the deliverables, specific tasks within
each, and meetings and workshops with the EU Commission, with associated milestones

and deadlines for the entire Project. This final report is organized to align with the key

tasks ide ntified in the Tender requirements. Figure 1 provides a graphic depiction of the
Project deliverables that were divided up into two main categories: traceability and
security features. The overall project foundation was establishe din Tasks 1 and 2, which
consisted of:

A A Market Assessment and mapping of existing traceability and security feature
solutions suitable for tobacco products;

A Development of a comprehensive Problem Statement, taking into consideration
the regulatory refer ence points (e.g., TPD), as well as the requirements of
multiple stakeholders, particularly those dealing with illicit trade;

A Development of four possible alternative Options  for both tracking and tracing
and security features, and were reviewed and finali zed by the Client; and,

A Benchmarking with existing track and trace systems currently in operation
within the tobacco domain and within other industries.

Comprehensive Overview:

Traceability Security Features

TASK 3 TASK 4 TASK 5 TASK 6 _
4 ) Assessment Cost / Benefit 4 ) Assessment Cost / Benefit

Figure 1 - Key Project Tasks (from Tender Technical Requirements)

Comprehensive Overview:

Tasks (3 -6) required that the four options for traceability and security features be subject

to analyses, as per the Problem Statement, as well as through Cost Benefit Analyses
These analyses also required a detailed analysis of high -level requirements related to
data storage contracts with independent third parties.

! Call for Tender: 2013/EAHC/HEALTH/11, AAnalysis and Feasibility assessment
tracking and tracing of tobacco products and for sec ur i ty f e @pecificaioss@ttached to the Invitation to
Tender, § 3.3
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1.2 PROJECT METHODOLOGY

The Project required extensive research, as well as direct contact with key stakeholders

and solution providers. Desk research consisted of gathering all pertinent market studies,

reports, product brochures, case studies and other relevant documentation. 274 solution

providers were identified and contacted directly to obtain the relevant contact person to

participate in engagements related to the Project. A database of contacts (ph one, email)
was compiled and an online survey tool was created. The online survey tool provided the

capability to utilize dynamic surveys that allowed participants to fill out only those

elements pertaining to their organisation and solution. It also allow

ed the team to closely

monitor survey responses and overall participation.

During the course of the Project, four different surveys were developed and distributed
giving respondents no less than four weeks to respond for each. In nearly all cases the
deadl ine was extended and exceptions were granted to accommodate late responses; the

last survey was received on the 5

™ of December 2014 (five months after the survey

closing period). Data validation was conducted via direct contact with respondents where

nece ssary and consisted of email and conference calls. A complete log, documenting the
extensive engagement with stakeholders is included as an annexure to the Final Report
(See Annexure 7).

Given the diversity and large number of solution and related provide

rs across a wide

range of applications and industries (e.g., pharmaceuticals, consumer goods, etc.), the
research objectives were focussed on gathering Aireal 0 vs. Afectsr Ik @soi n g o

required that, in the process of creating a logical method evaluat

participantds
possibility to interact with individual solution providers was limited and travel resources

related to site visits were allocated in a targeted manner

ing the market, study
confidentiality be protected.

to review existing solutions

currently in operation in the tobacco domain.

A configurable model was built to serve as an analysis tool to analyses the data received

from the surveys. This tool was based on market -leading methodologies related to
technolog y analyses and incorporated the essence of the Problem Statement. The tool

also facilitated the graphical plotting of solutions on a consistent and objective basis, as

per the requirement to map solutions as contained in the tender. The model is described

in further detail in Section 1.3.2 below.

1.2.1 DEFINING THE PROBLEM STATEMENT

The core foundation for the project and one of the

first deliverables of the Project was to develop a Revenue &
comprehensive Problem Statement that provided Finance
the basis from which to conduct t he Project

analyses. As set out in the Project specifications,
the Problem Statement took the following into

account:

The estimated size  and context of the illicit
market in the EU;
production, import, export, tr ansit etc.);

2015

A

A

Dynamics of tobacco supply chains (internal

Agreements between the EU and various
Member States with the tobacco industry;

EU and Member
stakeholders (including

Figure 2 - Key Stakeholders

State policies, key
health, law enforcement entities, Customs etc.); and,

Directorate -General for Health and Food Safety
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A Legal obligations derived from the Directive 2014/4 0/EU of the European

Parliament and of the Council of 3 April 2014 on the approximation of the laws,

regulations and administrative provisions of Member States concerning the
manufacture, presentation and sale of tobacco and related products and repealing

Directive 2001/37/EC ~ (TPD) (Article 15 and 16) as well as the FCTC Protocol.

Combined, these factors, which include the interests of key stakeholders and legal

considerations, establish  ed the basis from which to evaluate possible solution options.

1.22 ILLICIT TOBACCO TRADE IN THE EU

Measuring illicit trade in tobacco is methodologically challenging for various

reasons.

First, it is an illegal activity and i llicit traders attempt to remain invisible and are unlikely
to record their activities. Also, for securit y reasons, data on illicit trade is usually difficult

to obtain, as law enforcement agencies often prefer not to publicise the scope of their
activity. Furthermore, all methods to estimate illicit trade have their limitations and not
all studies clearly de scribe their methodology or these limitations.

Transparent, public data on illicit tobacco trade is missing in most European countries.
KPMG, a major consultancy and professional services firm, conducted research on illicit

trade as a part of the agreemen t between the EU and Philip Morris International (PMI).

According to KPMG, contraband trade accounted for 9.9% of total consumption in 2010
and 11.1% in 2012. 2 Critique of the KPMG estimates includes, among others ,

that the

methodology for the collection o f the empty packs in the report is insufficiently explained
to judge its validity and that the report relies heavily on expertise and data p rovided by

the tobacco industry ~ >.

During the period 1996 -2012, cigarette seizures in the European Union were highes

tin

1999 -2000 (around 6 billion a year), when certain tobacco companies were accused of

being involved in the smuggling operations.

Table 1. Cigarette seizure data in the EUL5 (19962003), EU25 (20042006) and EU27 (20072012).

EU-15 EU-25 EU-27

Year Billion Year Billion Year Billion
cigarettes cigarettes cigarettes

1996 3.1 2004 4.1 2007 4.8
1997 2.6 2005 4.4 2008 4.6
1998 4.7 2006 4.6 2009 4.7
1999 5.7 2010 4.7
2000 6.2 2011 4.4
2001 4.8 2012 3.8
2002 3.6
2003 3.3

Source: European AntiFraud Office (OLAF)

However, i t should be noted that large seizure data have their limitations and provide
only an indication of trends in the illicit market. Seizures are a function of law

2 KPMG. Project Star 2012 Results [Internet]. 2013;
3 Gilmore AB, Rowell A, Gallus S, Lugo A, Joossens L, Sims M. Towards a greater understanding of the illicit
tobaccotradeinE urope: a review of the PMI funded AProject
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cigarettes).

1.2.3 THE AGREEMENTS WITH F

In July 2004, the EU and 10 Member States conclu
anti -smuggling agreements with PMI, which agreed to pay the
(EC) $1 billion over 12 years. Similar agreements were concluded with JTI in December
2007 (agreed payments: $400 million), with British Ame
(agreed payments: $200 million) and with Imperial Tobacco Limited (ITL) in September

2010 (agreed payments: $300 million). The agreements require the four companies to

control future smuggling through a range of measures, w

distribution system and contractors supplied, and implementing tracking and tracing

measures. The current track and trace solution which has been rolled out on some

production lines is a result of this agreement and has since
industryds solution, including

Agreement originally covered only 10 Member Stat
27 Member States  have signed the four Agreem ents, and one

two of the agreements.

1.2.4 THE EU POLICY TO COM

On 6™ June 2013, the

PRODUCTS

(Commission, Council, Parliament and the Member States).

The planned measures include:

A
A

> > > prg

>

125

More investment in equipment and IT tools to protect borders

Im proved intelligence gathering, risk management and Joint Customs Operations

vary according their efficiency and intensity. In addition,
they don't take into account the illicit trade of smaller consignments (below 100.000

OUR MAJOR TOBACCO CO MPANIES

ded enforceable and legally binding
European Commission

rican Tobacco (BAT) in July 2010

hich included controlling the

been incorporated into the
t he ChAlthoegh tthe first

BAT ILLICIT TRADE OF TOBACCO

es, currently the EU Commission and
Member State has signed

European Commission published its communication to step up the
fight against illicit trade in tobacco products. The communicatio
Commi ssionbs proposals for a comprehensive
communication is accompanied by an action plan, which contains 50 measures, and time

lines and outcome measures to be developed and implemented over the
The communication lists a range of approaches to be implemented by the EU institutions

n sets out the

next two years.

Enhanced cooperation among EU agencies and with major source and transit

countries ;
Strengthened sanctions

Sharing of expertise and best practises ;

Endorsement of the WHO Framewo rk Convention on Tobacco Control (FCTC)

Protocol to eliminate illicit trade in tobacco products

The adoption of the Tobacco Products Directive

THE FCTC PROTOCOL

(the 'Protocol’); and

The global scope and multifaceted nature of the illicit tobacco trade r

coordinated international response and improved global regulation of the legal tobacco

4 European Commission. Stepping up the fight against cigarette smuggling and other forms of illicit trade in
tobacco products i A Comprehensive EU Strategy. Brussels; 2013 J un.

2015
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trade. The illicit tobacco trade is regulated by Article 15 of the World Health Organization

(WHO) FCTC and by the Protocol, which has been negotiated as a sup plementary treaty

to the World Health Organisationés (WHO) Framewor k
The Protocol , adopted at the fifth conference of the parties in November 2012, will come

into force on the 90th day following the date of the 40th ratificat ion of the protocol. As

depicted in Figure 2 below, the Protocol requires secure marking and tracking and tracing

of tobacco products.

The ‘Protocol’ key requirements

X . = Introduction of a licensing, equivalent approval or control system by a competent authority for any natural or legal
Licensing person involved in the manufacture of tobacco products and manufacturing equipment (for making tobacco products)
and in the import and export of tobacco products and manufacturing equipment

Due = Conduct of due diligence of all customers, and their agents, that the in tobacco industry does business with, to ensure
Diligence that sales to these customers are commensurate with legitimate demand and to report to the competent authority any
evidence that the customer is engaged in activities in contravention of the Protocol

= Set of unique identification markings which will assist in determining the origin and the potential point of diversion and

Tracking and
g will enable the monitoring and control of the movement of tobacco products and their legal status

tracing

= Control that all natural and legal persons engaged in the supply chain of tobacco, tobacca products and manufacturing

Record . e .
equipment maintain complete and accurate records of all relevant transactions

Keeping

Security and
preventive
measures

= |dentification of any necessary measures to prevent the diversion of tobacco products into illicit trade channels to be
taken by all natural and legal persons subject to licensing

= Further provisions concern sales by Internet, telecommunication or any other evolving technology duty free sales of
tobacco products...

New
channels

= ...and the obligation to implement effective controls on tobacco and tobacco products in the Free Zones, including not
mixing tobacco products with non-tobacco products at the time of removal from a Free Zone

Other
controls

Figure 3z The Protocol to Eliminate lllicit Trade in Tobacco Products was adopted by the Ciamence of
the Parties to the WHO Framework Convention on Tobacco Control (FCTC)

One of the core measures of the Protocol is the tracking and tracing regime (article 8).
According to this  article, each Party shall require that unique, secure and non -remova ble
identification markings, such as codes or stamps, are affixed to or form part of all unit

packets, packages and any outside packaging of cigarettes within a period of five years,

and other tobacco products within a period of ten years of entry into for ce of the
Protocol.

1.2.6 EUROPEAN TOBACCO PRO DUCTS DIRECTIVE (TPD )

An EU tracking and tracing system of tobacco products and for security features is
foreseen in Article 15 and 16 of the Tobacco Products Directive 2014/40/EU of 3 April
2014. The rationale for the tracking and tracing system in the Tobacco Products Directive
2014/40/EU is that considerable volumes of illicit products, which do not comply with the
requirements laid down in Directive 2001/37/EC, enter the market and that such
products undermine th e free circulation of compliant products and the protection
provided for by tobacco control legislation, explained in the recitals 29 -31 of the
Directive. The main department within the European Commission services involved in the
follow -up of Article 15 a nd 16 of the TPD is the Directorate General for Health and
Consumers (DG SANCO) , whose task it is to guarantee the free movements of compliant
tobacco products and to ensure a high level of public health in the EU.

12
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1.2.7 MULTIPLE STAKEHOLDER REQUIREMENTS

The tr aceability and security feature system for tobacco products will be benefici altoa
number of stakeholders. The Project required consideration of the priorities and potential
functional requirements for each stakeholder. A summary of key stakeholders in re lation

to the TPD is depicted in the table below.
Table 2 - Stakeholder mapping to TPD Article 15 & 16

Stakeholder Article 15/16 Benefit

Law A All products marked with a unique id entifier. In combination with a database
Enforcement this prqvides information from the m_anufacture to the first retail outlet which is
(Police, accessible for law enforcement officials see Article 15 (8)

Customs, Tax A Unique identifiers are indelible and security features are tamper proof

and Public A All products intended for the EU market carry tamper - proof security feature
Health) composed of visible and invisible elements

A Information is stored in a database which is accessible for law enforcement
officials see Atrticle 15 (8)

OLAF A Economic operators involv  ed in the trade of tobacco products, from the
manufacturer to the last economic operator before the first retail outlet, record
the entry of all unit packets into their possession

A Information on the product through the supply chain is stored in a database
which is accessible for OLAF officials see Article 15 (8)

UNODC A Depending on administrative cooperation arrangements, the supply chain data
WCO could indirectly be of use to UNODC and WCO efforts (with the possibility to
provide this information through a req uest process agreed by the EU
Commission and Member States.
A All products intended for domestic market carry tamper - proof security feature
composed of visible and invisible elements
WHO FCTC A Provide a foundation for EU Member States to participate inthe F  CTC global
Secretariat information sharing focal point.

A Traceability of tobacco products to combat illicit tobacco products

DG SANCO A All products intended for domestic market carry tamper - proof security feature
composed of visible and invisible el ements to guarantee regulated tobacco
products.

A Traceability of tobacco products to combat non -conformant and/ or illicit
tobacco products

DG TAXUD A Economic operators involved in the trade of tobacco products, from the
manufacturer to the last economic o perator before the first retail outlet, record

the entry of all unit packets into their possession.

A Information on the product through the supply chain is stored in a database
which is accessible for DG TAXUD officials and the customs administrations of
th e Member States in the context of the Common Risk Management Framework
- see Article 15 (8)".

Consumers A All products intended for domestic market carry tamper - proof security feature
composed of visible and invisible elements

Industry A All products intend  ed for domestic market carry tamper - proof security feature
composed of visible and invisible elements

1.2.8 TOBACCO SUPPLY CHAIN S IN THE EUROPEAN UNIO N

The EU market for tobacco products comprises mostly the sale of cigarettes (over 90%)
that are produced on +/ - 745 production lines within the Union. The four largest tobacco

13
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manufacturers dominate this market: Philip Morris, Japan Tobacco, British American
Tobacco and Imperial Tobacco. Currently, most of this EU production is subject to a tax
stamp or fiscal m ark, which shares certain attributes to the security feature as envisaged

in the TPD.

Number of Players & Items in the EU Marketé

~230 ~745 ~600

EU Tobacco Cigarette Production Cigar Finishing
Enterprises Lines in the EU Stations in the EU

Cigarettes account for majority s
of tobacco (estimated retail unit fi B “otobacco manufacturers have more than

volumes)é 85% of the overall EU tobacco marketé

Pipe )
Tob:fcco Chewing 1047
0 Tobacco -
RYO 0.27% 0010
3.37%

Cigars
3.19%

Snus
0.17%

P

w7

Pecarsiage od averal| market mae

Cigarettes
93.01%

2007 M2 MW0F 2004 M 2008 200T M0A 2000 2010

~30bn

Tobacco items per annum
in the EU (aggregate of cigarette
packs, RYO units, OTP units)

Majority of EU Tobacco
Products subject to Tax
Stamp / Fiscal Markingé

40,000
35,000
30,000
25,000
20,000
15,000

10,000

Tobacco Packs (millions)

5,000

2008 2009 2010 2011

Total Tobacco Packs ~ ®Tax Stamps

Figure 4 - Number of Tobacco Companies and Cigarettes in the European Union Market

The TPD indicates that the traceability requirements must b e met by all tobacco products
fiwhich have either been manufactured in the EU or are imported into the EU to be placed

ts of tobacco
must carry a security feature. Reference is made to  the responsibilities for tracking the
movement of tobacco products from the manufacturer until the last economic operator

before the first retail outlet. = The following supply chain illustration shows the scope
within the context of the tobacco supply, manu facture and distribution chain.

N

onthe EUmarket .0 Further mor e, al | uni

Processor / Distributor/

Manufacturer Wholesaler
Grower Agent

Out of scope

Retail —> Consumer

The tobacco growers, processors, and retailers are considered out of the scope of the

traceability solution. It should be noted that although the

consumer and

retailer are

shown as out of scope in terms of the traceabilit y solution, they are both seen as
stakeholders an d users of the security feature . It is envisaged the consumer will be the
primary user of the overt (visible) security feature to be applied to tobacco packs to
provide a mechanism that aids authenticat ion that the product is legitimate.

of possible combinations of supply flows applicable to tobacco

supply chains

The number
is diverse

and also includes shipping exceptions (repacking, damaged goods, returns, etc.). Various
tobacco distribution chain flow s are possible, and an illustration of these is included

below.
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OUTSIDE
EU

WITHIN
EU

Manufacturer

Distributor/

Wholesaler . Agent

Retail

]

Out of scope

The EU Tobacco distribution chain is very broad. In 2013 it is estimated

230 Manufacturers
These products are dis
wholesalers and distributors

=g Tobacco movements facilitated by Transport Operators

retail tobacco products. In addition, tobacco products are also made available through an
estimated network of 671,000 vending machines.

1.2.9

THE CROSS -BORDER MOVEMENTS OF

TOBACCO PRODUCTS

The tobacco traceability solution will also need to consider product movements into,

within and out of the EU.

The matrix below illustrates the main movement types: The

ver tical axis plots the origin of the goods, while the horizontal axis plots the destination

of the goods.

Therefore, any traceability solution

A Internal Market: The method
tobacco products produced
within the EU community are
marked with u nique identifiers
and security features and
tracked within the Member
States;

A Imports:  The marking of
tobacco products
manufactured outside of the
EU with unique identifiers for
traceability and security
features for authentication
purposes, priortothe g  oods
being made available on the
internal market. Further, there
may be consideration as to
whether products are marked

Non -
European
Union

COUNTRY OF ORIGIN

European
Union

needs to consider:

o MO
"""""""
Eamen COUNTRY OFEDESTINATION e

Union

===l Consumer

approximately
operated some 332 tobacco manufacturing facilities within the EU
tributed to the retail environment through a network of 2,450
®. In total, just under 1 million point of sale outlets stock and

5

In Scope

Figure5 - Nature of Tobacco Trade Flows from an EU

Perspective

® See 11.4.2.2.1 of the report for estimate of number of operating tobacco manufaturers in the EU.

¢ Eurostat (2012)
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at the time of manufacture in the foreign country, or marked at the time of import
(or both);

A Exports: The application of unique identif iers for traceability purposes for goods
manufactured in the EU, where those tobacco products are intended for placement
on a foreign market outside of the EU; and

A Intra -EU: Where tobacco products originating in one Member State are
transported for placeme  nt on the internal market in another Member State.

International  transit is considered out of scope both in terms of traceability and for
application of security features, as these goods are neither manufactured in the EU, nor
intended for placement on the EU internal market.

1.2.10 INTRA -EU TRADE

The value of tobacco products movements between Member States within the EU is
substantially larger than the flows of imports and exports with non -EU trading partners.

For 2010, the overall value of cigarettes traded bet ween EU Member St at es was 0 6.

billion, representing ~5% of all cigarettes consumed within the EU. The trend shows that
the value of tobacco products being transited within the community has been increasing
over the past 10 years.

7,000

5,000

4,000

llion EUR)

= 3,000

mi

2,000
1,000

Value of Cigarette Exports (in

0
2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010

Figure6 - Value of intra-EU trade of cigarettes (200020107

1.3 CONSOLIDATED PROBLEM STATEMENT

lllicit and unregulated tobacco products can harm the public and increase tobacco
consumption, undermining the objectives of EU Health Policies. These non -conformant
tobacco products do not adhere to manufacture, formulation, packaging and pricing
requirements intended to reduce harm and curb tobacco consumption. Without adequate

controls in place, these illicit products are able to enter and circulate in the EU internal

marke t to be consumed by the public.

” Matrix Report, 2013. Note: Data are not available for all of the 2000 -2010 period for Malta, Slovakia,
Slovenia, Cyprus, Hungary, Romania and Poland. Figures are based on export declarations (typically pre -tax
values)
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To support the tobacco control  policies of the Member States a solution is required that

will support Member State s in determining the market legitimacy of tobacco products, in

order to protect the internal market from non -conformant products. Furthermore, such a
solution will help authorities to determine compliance wi  th customs and tax obligations.
Consumers should be provided a mechanism to authenticate that tobacco products

available for purchase are legitimate.

All of t he factors, as summarised in the above section, were taken into consideration

when conducting the project analyses. Key functions and desired outcomes were distilled

into two sets of distinct critical success criteria. The tables below depict these two set s of
criteria with a reference to the applicable reference points within the TPD.

Table 3: Critical Success Factors for Traceability:

Ensure each pack is marked with a unique identifier; (Article 15, 81)

Provide an accurate me chanism for recording the movement (tracking) of tobacco products
from the point of manufacture to the last economic operator before retail; (Article 15, 85)

Support the concept of aggregation, wherein the items within a container (carton, master
case, palletetc.) are recorded, and a unique identifier is then assigned to the container and

used as the basis to record the movement of the container (with its contents) through the
distribution chain. This parent -child relationship can record the hierarchy b etween packs
and cartons, cartons and master cases, and master cases and pallets; (Article 15, §5)

Store data independently (not by the tobacco industry); (Article 15, 88 and recital 31)

Ensure that the systems used for the unique identifier and the related functions are fully
compatible with each other across the European Union; (Article 15, 811b)

Protect confidentiality and safeguard that decoding and full access to the data storage
facilities is limited to authorised authorities and only excepti onally in duly justified cases to
the tobacco industry under restrictive condi tions; (article 15, §8)

As far as possible, b e compatible with current tobacco production, packaging and the trade
environment to minimise the impact on tobacco production tak ing into consideration
production speeds, equipment, etc. (internal market proportionality obligations);

Uphold respect for data protection as specified in the EU legal framework (Directive
95/46/EC);
(Article 15, §10)

Be resistant to manipulation . This includes physical measures such as providing that marks
are irremovable and indelible, but also solution design considerations such as non -
predictability of unique identifier codes, traceability data reconciliation against other data

sources, safeguar ds against traceability being accessed / used by unauthorised parties ;
(Article 15, 81)

Enable Member States and EU authorities to monitor and survey the market as per
respective mandates; (general aim of Article 15 and recital 29)

=
(@]

As far as possib le, u tilise solution components currently being used in a commercial supply
chain environment and avoid unnece ssary burden for business and/or authorities (Impact
assessment considerations).

[
[
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Table 4: Critical Success Factors fo r Security Features
Provide a reliable mechanism to authenticate the legitimacy of a tobacco product; (Article
16, §1)

Have overt e lements which provide the modicum of authentication by the consumer without
requiring specialised equipment / devices; ( Article 16, 81 and impact assessment
considerations)

Must be tamper proof and irremovable; (Article 16, §1)

Ensure that covert ele  ments are accessible by authorised persons and protect commercially
sensitive data, if necessary; (article 16, 81 and im pact assessment considerations)

Provide court -admissible forensic evidence of security feature authentication;

As far as possible, b e compatible with  the current tobacco production, packaging trade
environment and existing tax regimes and avoid unne cessary burden for business and/or
authorities (internal market proportionality obligations).

1.4 DEVELOPING AMODELF ORASSESSMENT

Task 1 and 2 required the identification and mapping of both tracking and tracing

solutions, as well as security feature solu tions, suitable for tobacco products, organised

by country or industry level with a particular emphasis on systems which are currently

operating around the world 8 The Problem Statement, as described above, serves as the
primary baseline, which was incorpo rated into a model for mapping solutions available on

the market. This model was built as a configurable Assessment Matrix  tool. The model
facilitated the Project analyses and allowed for the visual mapping of solutions based on
their fAfit for pur poseo FanctiomalsSsopet&ivaturiyi mand Sreaath of :
Experience :

A Functional Scope & Maturity  : The degree to which the proposed solution offering
provides the necessary functional components for a traceability solution suitable
for tobacco products, the unde rstanding of traceability requirements, and fit to
the problem statement.

A Breadth of Experience : Consideration of existing implementations and experience
implementing, operating and maintain required solution components.

This matrix approach was created using industry best practices in technology evaluation.
Although the model developed for the Project is bespoke, it can be compared to the
Gartner Magic Quadrant E approach to technology evaluation that also provides a visual

mapping format across two dimensions, as considered in academic literature ° In the
model developed for the Project, each dimension includes multiple criteria and sub-
criteria that serve to define the requirements at a high level of specificity. All criteria and
sub - criteria contained in the model ca n be scored and weighted according to the overall
parameters of the evaluation and composite scores can be generated. The following
figure depicts the criteria for track and trace evaluation as contained in the tool with

respect to the two dimensions and e valuation criteria.

8 Call for Tender: 2013/EAHC/HEALTH/11, AfAnal ysis and Feasibility assessment regardi
tracking and tracing of tobacco products and f or s ecur jSpegifichtiena Attacheel o the Invitation to
Tender, § 3.3

® Neil Pollock et Robin Williams, «  The sociology of a market analysis tool: How industry analysts so rt vendors

and organize markets  », Information and Organizati on, 2009, vol. 19, no 2, p. 129 7151,
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Current Implementations

Al: Proven Solution Components

A2: Existing Fit for Tobacco Domain

A3: Implementation Experience (General)
A4: Number of Sites

A5: Number of Marked Items
A6: Holds Certifications and Standards

Operations Experience
B1: Experience operating solution

B2: Experience Providing Manufacturing
Support / Maintenance

B3: Experience as Equip. Provider
B4: Experience as Software Provider
B5: Experience in Tobacco Domain

Market Experience
C1: Breadth of Experience
C2: Years Company in Operation
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Dimension: Functional Scope & Maturity

Proposed Offering

ALl: Serialisation

A2: Pack Encoding & Marking

A3: Carton Encoding & Marking

A4: Tertiary Packaging Marking

A5: Aggregation Method

AB6: Tobacco Industry Considerations
AT: Distribution chain info. Integration
A8: Query and Tracing Tools

A9: Oversight For Government & QA

Understanding

B1: Use of Standards &
Interoperability

B2: Integration with EU Solutions
B3: Synergies with Security Feature

B4: Business Intelligence and RM
Tools

Figure 7 - Assessment MatriXnalysis Dimensions & Criteria (Traceability)

The initial evaluation of solutions and technologies
discussed with the EU Commission project team.
validate and gather additional information (e.g. site visits) that confirm
the Final Report.

1.5 SUMMARY OF KEY FINDI

The following general findi

was performed , made available and

This further

NGS AND DELIVERABLES

support ed the ability to
ed the findings for

ngs can be attributed to the overall Project with specific details

highlighted further in this section and set out in detail subsequently in this report:

2015

A

Implementation of tobacco

technically and from a ¢

implementation of traceability is feasible both

ompe titive market perspective (see Market Assessment);

Traceability is a growing trend globally and is being applied across multiple
industries (see Case Studies) ;

The needs of varied  stakeholders are not mutually exclusive and multiple parties
can benefit f rom secure traceability, e.g.,

revenue, consumers;

There is no

public health, law enforcement,

Afone s i z ¢racdabilitycan dd dchieved wvid rauttipleo n

approaches with respect to technology, solut
Four Op tions for Traceability and Security Features);

ion architecture and governance (see

Global standards for communication, product and supplier identification are
already prevalent i n

traceability (see  4.3);

todayobs
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A Independent data storage is not only feasible, but the estimates of data storage
requirements show this to be manageable (and not as large as originally
envisaged); and,

A The accumulative estimated benefits of tobacco traceability outweigh the costs to
ind ustry and government (see Cost Benefit Analysis).

151 MARKET ASSESSMENT

1511 TRACK AND TRACE

The primary intent of the Market Assessment was to analyse the market of potential
technologies and solution providers for tobacco traceability. The results indicate that n ot
only is the implementation of tobacco traceability feasible, but there is already a robust

and growing market of potential suppliers with differentiated offerings. The assessment

further indicated that there are emerging technologies and solutions that whilst still
unproven in the field, are nevertheless also potential options for tobacco traceability.

Track and trace is a relatively new and emerging practice in supply chains (particularly

with respect to product  -level track and trace) and thereis alot of marketing activity, but
far less proven implementations with regard to traceability at the product unit level. Most

of the traceability occurring in other market areas are applied at packaging [one or two

levels up from product unit level (such as pack level)] and consist of tracking of master
cases, pallets and conveyances, or consider traceability of an item to the point of
manufacture only, without tracking subsequent movement events.

In the tobacco domain, the Project identified a significant number of solution providers
advertis ing leading track and trace technologies and capabilities, however for most,
actual implementation experience proved to be limited or non-existent .

Solution mapping displayed a wide spread of actors on the Assessment Matrix , both in
terms of a functional scope & maturity and breadth of experience. Of the 44
organisations that completed the survey, a total of 32 ¥ indicated they provided a track
and trace solution suitable for tobacco produc ts. The diagram below illustrates the
solutions which are clustered across four main categories of solutions identified during

the Assessment, including:

A Track and Trace Building
Blocks -- part of a solution ‘ (ESI&BRL&SE*;ED
exists but would need to be 4 N\ BIESDEE- 8
combined with others to | T&T
deliver on a complete -~
solution.  This also includes TeTBASE | GENERALISTS {7

SOLUTIONS

Functional Scope

solutions that are very basic
and would require  significant T BUILDING
enhancement . BLOCKS
A Track and Trace Base
Solution -- most elements 100 L )
req u I red for a traceab I I Ity 0v000 00 1.00 2.‘00 3. ‘00 4.‘00 5.00 6.00 7.00 8.00 9.00 10.00
solution exist but as a
standalone solution, does not

. e Figure 8 Overview of Traceability Solution Marketplace
meet  all the identified 9 y P

10 Four organisations responded as providers of a track and trace solution that, in effect, was the same
underlying track and trace solution being p romoted by the tobacco industry using the Codentify code
assignment mod ule u nder the umbrella of the Digital Coding and Tracking Association (DCTA).
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requirements for the tobacco domain [includes a number of solutions from other
sectors (e.g., pharma, FMCG, etc.) ].

A Trace and Trace Generalists I Competent solutions that operate in other
industries  but without experience in the t obacco domain and specific attributes
related therein (e.g., aggregation, supply chain anomaly reporting). Therefore,
further solution elements / functionality may be required to meet to meet the
requirements for an EU Tobacco traceability solution 1

A Estab lished Market Leaders in Tobacco Traceability T Solutions with  existing
implementations  and incorporate considerable experience with specifics related to
tobacco manufacturing (e.g., environment, equipment etc.). These are mature
solutions that today meet the requirements for traceability as per the Problem
Statement.

The fBreadth of Experience 0

dimension within the » 7,000

assessment  matrix includes § 6,000 -
several criteria establishing that S 5000 -
the solution has actually been 4,000 -
implemented and operational. 3,000 -

The graph alongside reveals the

considerable  disparity  with f:ggz |

respect to implementation | ——
experience amongst the  ABCDEFGHI I JKLMNOTP QR
participating solution providers. Solution Providers

The graph shows the number of

items per month controlled by Figure9 z Number of Items marked per year variety in scale of
the traceability soluti  on, ranked current operations amongst solution providers

from highest to lowest, with the

largest two solution providers

highlighted.

1.5.1.2 SECURITY FEATURES

Of the 44 organisation s participating in the survey, a total of 3 8 organisations indicated
they were a provider of security features suitable for toba  cco products, and were
included in the Security Feature Assessment Matrix  analysis. This included a broad
spectrum of security feature providers, including several established operators in this

segment, a mix of new and emerging technology solution providers and organisations
affiliated with the tobacco industry. The preliminary mapping of the three main

categories of security feature providers on the Assessment Matrix is presented in the
figure below.

Four organisations responded as security solutions providers that use fidi gital o

serialisation ' that is the same underlying track and trace solution being promoted by the

™ The assessment of these solutions identified some shortfalls in described functions against the full evaluation

crtiera. However, the effort estimate for these solutions to be upgraded to provide the full required functionality
cannot be assessed without further examination of each solution. For example 1 a traceability solution currently
supporting production line speeds of only 400 items per minute (suitable in the context of pharma) could

potentially be upgraded to operate a 1,000 packs per minute (required for a high speed tobacco line) easily, or

might require considerable redevelopment effort to overcome the potential technical hurdels posed by these

operating speeds. This  upgrade effort could therefore differ significantly - with assessment of such not forming
part of this study.

2 Serialisation ensures  each and every item is marked with a unique identifier. This provides the basis to
monitor and record the existence, locat ion, and associated events of that item from the moment the mark is
applied, potentially through its use / consumption lifecycle.
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tobacco industry  via the DCTA . All four of these  organisations promot ed serialisation

through the use of the Codentify application and proposed this as the security feature,
which is discussed further below. Three distinct clusters emerged in the analysis of
security feature providers:
A Niche Security Feature " -
Providers  -- providers that S e ‘
are specialised and offer WO S L) FULL SERVICE
only partial security feature B — OFFERINGS
offering (such as a forensic N )|
marker suitable as a covert \.
element only).  This cluster &, NIGHE SECURITY
also includes four @ . FEATURE SPECIALISTS
organisations  that provided
incomplete and/or unclear ~ /
responses or cited non -
discl osure agreements in

their survey responses. The
assessment criteria were
applied to the provided
responses and in these
cases resulted in lower ratings.

Figure 10- Overview of Security Feature Marketplace

A Digital Serialisation Being Offered as an Overt Feature -- The top left of the
guadrant contains a clu  ster of solutions that all share a common element: the
claim that an alphanumeric code applied to the tobacco packs prov ides an overt
security feature for authentication . These claims fall short, as the proposed
serialisation technique by itself fails to m eet requirements of an overt security
feature.

A Full Service Offerings -- The analysis showed a strong cluster comprising more
than 10 security feature solution providers in the top right quadrant. These
organisations showed a competent understanding of sec urity features with overt,
covert and forensic elements. These organisations  also demonstrated strong
experience providing security features for use on currency, for brand protection
purposes and on tax / fiscal markings.

Because there are  a considerable n umber of providers overall, particularly in the far right
cluster, we anticipate little difficulty sourcing capable provider s for security features
meeting the identified critical success factors suitable for tobacco products.

The solution provider s urvey responses showed there is a strong reference to apply
security elements by means of a label to tobacco products. In fact, the label was put
forward as a pro posed application method by all but one of the respondents that offered
overt, covert and forensic s ecurity features ( in addition serialisation). It is anticipated
this is primarily because of the nature of the security feature industry and that a secure

label allows:

A A far greater range of security elements and techniques that may be incorporated
into t he security feature as the s  ecurity feature provider has control over the
substrate where additional security elements can be embedded (e.g. security
fibres, taggants, nano -particles and/or RFID chips) as well as the security
elements applied / printed

A Production of the security feature can take place within a secure and controlled
facility where access is restricted. This would be preferable to having the security
features applied in uncontrolled commercial environments (e.g. commercial
printers preparin g tobacco packaging materials) or within the tobacco
manufacturing facility itself; and
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A A central controlled location where the techniques and security elements of the
security feature can be secured, controlled,  adapted and upgraded over time to
address e volving counterfeiting attempts and threats.

1513 WIDE SCOPE AND VARIE TY OF OVERT, COVERT AND FORENSIC
SECURITY FEATURES

The industry agreed practice in the domain of security features and authentication
advocates that a  security package should comprise layeri ng overt, covert (invisible) and
forensic security features.  ** By c ombining a package of security features, access can be
controlled for different inspectors (e.g. consumer, distribution chain operators,
enforcement authorities) and also increase security s o that no one party has access to all
the elements. ** It is for this reas on that ¢ overt is sometimes further divided to include

fisemiovert o. Li ke ecooovveartt, 0 firseegmui i r e dor authentication. c e

Authentication devices range from simple to sophi sticated. Simple devices include uv
lights , polarising filte rs or others types  suitable for various users (e.g. distribution chain
operators ). Other covert feature s must be verified using ~more sophisticated device
typically reserved for Government authorit ies.

The project reviewed over 40 categories of overt, covert and forensic security technology

types. Overt elements were assessed in terms of perceived defence against imitation,
affordability, ease of training to use and suitability for tobacco control. In addition to
these criteria, covert elements were rated against suitability for use by EU and Member

State officials ( use case of authenticati ng the covert feature while in the field )and t he
complexity and prevalence of devices that can be used to authe nticate the covert
security element . To complete the review, the project assessed several fingerprinting
technologies that rely on identifying and recording certain chaometric events that cannot

be replicated. This emerging field offers several interesting developments for covert
security features.

This review showed there were a number of authentication technologies
available suitable for the tobacco domain that could be combined to create a
security feature with overt, covert and forensic elements.

In a ddition to the package of security feature elements, the method in which these
security features can be applied to each unit of tobacco product was also considered and
these included:

1. Incorporating the security feature as part of the production of the pack aging
material itself.

2. Including the security feature in a specific element of the packaging that can be
controlled (e.g. tear tape).

Printing the security feature using security inks directly onto the product.
Providing the security feature as self -contai ned security package as a label, film
or stamp.

5. Security feature combined with fingerprinting of uniqgue material properties of the
package.

In preparing the four options for security features for further assessment and the cost
benefit analysis, the choice of providing the security feature as a label / stamp (method

13 NASPO, 2009. How to Select a Security Feature: A structured Guide for the selection of a Security
Technology for Documentsa  nd Items of Value.

14 1SO 12931: 2012(E)
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4), with the further consideration of using fingerprinting techniques (method 5), was
used for the following reasons:

A The limited security of using commercial printing techniques was considered a
weakness for production of a security feature intended to aid efforts to reduce
counterfeit or falsified products;

A Using clear wrap or tear tape packaging elements did not readily meet the
requirements for an irremovable security feature; and

A The secure label / stamp provided additional implementation flexibility, choice of
security elements and compatibility with both high speed and low volume tobacco
production, as well as automated and manual packaging method.

152 STANDARDS FOR TRACEA BILITY
The use of sta ndards, such as those promoted by GS1 5 has increased in recent years

EUROPEAN COMMISSION

with advances in supply chain logistics and related efficiencies. Although there are other

existing

standards in regards to track and trace, GS1 standards are clearly the most

commonly a dopted by supply chain actors across industries, and certainly within the
tobacco supply chains reviewed as part of this report. EPCIS is a n open standard from
GS1 that defines interfaces enabling logistics events to be captured and queried as they

occur i
fiwhat

n the supply chain . G S EBAS provides a standard for enabling the " Who 0,
0, AWhere 0, AWhen 0, and AWhy 0 of events occurring in any supply chain to be

exchanged, safely and securely. That includes information such as the time, location,
disposition a nd business step of each event that occurs during the life of an item in the
supply chain. The following diagram illustrates the main attributes of GS1 standards and
their respective functions with respect to track and trace.

Without
semanti

STANDARDS AT THE CORE OF TRACK-AND-TRACE

T R e
P
g _WHERE Wan:gmglcxlr:? ;'ooms GLN
|rWHEN Time and Date
r WHY Commissioning, Packing, Business Step

Shipping, Receiving, Dispensing

Figure1l- GS1 Standards at the core of Track and Trace

such a standard, every company would likely define their own data models and
cs differently for logistics events as products move throughout the supply chain.

Although the EPCIS uses the Electronic Product Code (EPC) as identification schema, it
does not apply any restrictions and can work with any ID schema, e.g. EAN -13 or 2D
codes. Extensions of the event format are possible, e.g., new data fields in the event

messag

e or new event types enable the adaptation o f EPCIS to a particular domain.

15 GS1is an international not  -for - profit association with Member Organisations in over 100 countries. The
organisation develops and maintains standards for supply and demand chains globally across multiple sectors.
GS16s we btp:i/gsleorg
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153 FOUR OPTIONS FOR TOBACCO TRACEABI LITY

The Tender specification required that four distinct options be first identified and th en
later assessed. Thus, four distinct architectures have been established . This approach has
allowed for virtually an all -encompassing review of potential solution combinations and

has facilitated the analyses in terms of functional aspects of each solution, related costs,

governance models and impact on key stakeholders. Each of the four options meet the
overall requirements as set out in the Problem Statement , with differences in terms of
distribution of roles and responsibilities, administrative burdens as well as
implementation and operational risks. The development of four proposed solution options
consider ed several factors:

A The balance of providing effective control and oversight through the traceability
solution for the purposes of tobacco control, against consideration to moderate
costs and minimise the impact of the sol ution on tobacco manufacturers and
distribution chain operators;

A The allocation of responsibility for the different track and trace solution
components between Member States and the EU (community wide functions);

A The potential scope and synergies resultin g from system integration with existing
EU tax administrations, fiscal stamps and marks, trade control and enforcement
systems;

A Efficiency of the solution, together with the suitability of each track and trace
solution against requirements to support a var iety of manufacturers (with varying
degrees of automation), importers, distributors and typical distribution operators
in the tobacco domain.

Several of the solution  -critical success factors and requirements potentially conflict with
one another, for examp le, mechanisms to create a solution that resists manipulation
(critical success factor 10), may have additional impact on tobacco manufacturers
(critical success factor 8). Therefore, the following four options address a range of
solution architectures, ea  ch attempting to provide an optimal compromise to balance
different perspectives or stakeholder needs.

Each of the four options contains considerable detail that is specified in the Report,
however the diagram below provides a simplified summary of each.

Option 1 Option 2 Option 3 Option 4
S
¢® o
& S & :
A @
a4 e L L0
ol e
Solution(s) is/are Solution is provided Each Member States Integrated security
operated by each and operated by selects a Solution feature solution with
tobacco manufacturer, independent solution provider and data on-production-line
and each proposing provider(s), with a management provider application recording
own data repository. single EU-wide data (at national level). by independent
repository Could be industry or solution provider(s),
not. determined by each

Member State
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15.3.1 TOBACCO TRACEABILITY :OPTION1

Option 1 is anindustry -operated and led tobacco traceability solution. Under this option:
the EU Commission prescribes the standards but the tobacco manufacturers operate the
solution (except for the submission of data st orage to an independent repository, which
needs to be done by an independent data storage provider as per the TPD).

KEY PRINCIPLES

A EU Commission establishes the minimum data required on tobacco packaging and
a mechanism for both EU and Member States author ities to have access to this
data. The EU Commission prescribes standards and the format of how
manufacturers and distribution chain operators submit tobacco event information
to independent data management providers.

A Tobacco industry is responsible for op erating all aspects of the tobacco traceability
solution within their sites, making the required minimum data accessible to
Member States and EU authorities. Generation, application and recording of the

unigue identifier on tobacco units, including aggrega tion and shipment events, is
performed by the manufacturer using their own and/or industry -developed
solution.

A Distribution chain operators record and submit tobacco tracking events either
using their own systems (using EU prescribed form for data exchange ) or using a
solution / device provided by the tobacco manufacturers.

A Data storage is provided by 3 " party data storage providers (independent of
manufacturers and distributors) with controls in place to guard against data losses
or amendment by unauthor ised patrties.

ANALYSIS

A Low admin burden for EU & MS
A Competitive solution components costs
A Flexibility for manufacturers

..........

B
2
¢ @ e 5
<

© -
MANUFAG
° E
o {
-
o

A Manuf. as only data source i therefore additional
supervision required by MS

A Industry required to self-mediate with imbalance in org.
sizes

A Risk as to reliable guarantee for independent control and
management of pack codes

i A Is shared industry software and systems free from
Optlon 1 vulnerabilities that may compromise integrity?

ﬂ TOBACCO INDUSTRY

[ — ]
OB - EE

Disadvantages

1.5.3.2 TOBACCO TRACEABILITY :OPTION 2

Option 2 involves the EU Commission prescribing the standards and appointing one or
more solution providers as an independent 3 ™ party to implement and manage a
Community -wide tobacco traceability solution.
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KEY PRINCIPLES

A A Single Tobacco Traceability solution deployed as a standard harmonised EU
Community system; Member States enforce and ensure the solution is
implemented by all tobacco manufacturers and distribution operators in their
jurisdictio n.

A The solution may be operated by one or more solution providers that are
independent of the tobacco industry. The solution provider(s) implement
technology components for serialisation of tobacco items, aggregation and

submission of traceability data to a single EU data repository for storing
traceability events. EU Standards ensure interoperability of the solution
components.

A EU Community system provides standard interfaces for distribution chain
operators with automated systems to submit traceability da ta (receipts and
dispatches) to the EU event repository. Alternatively, the provider(s) offer a
stand -alone solution component for non -automated / SME distribution chain

operators to record the receipt and dispatch of tobacco products, which is also
upload ed to the central EU event repository.

A EU agencies and Member State authorities have access to a central EU event
repository for monitoring and analysing tobacco traceability data. A further option
for Member States may be the replication of this data to own data stores to
support national monitoring activities.

ANALYSIS
(] (J— o 9 A Segregation reduces fraud risk
s 2 A Scale advantages
& O—x- ‘g A Single location: -Simplified admin, supports complex analysis
§ & improves oversight

A Interoperability creates competitive bid environment

A Prescribed components reduce flexibility for manufacturers

A Additional mitigation required to not cause production down-
time by 3rd party.

Disadvantages

Option 2

1.5.3.3 TOBACCO TRACEABILITY :OPTION 3

Option 3 is a blended solution where the EU Commission mandates minimum standards

(for interoperability) and each Member State establishes their own soluti on requirements,
and chooses to appoint either the Tobacco Manufacture or an independent Solution
Provider to implement the system.

KEY PRINCIPLES

A Option 3 considers a solution where Member States prescribe the tobacco
traceability solution, whether opera ted by industry or a solution provider
independent of industry and that applies to all tobacco manufacturing and tobacco
movements and sales within the Member State.

A The EU Commission mandates the minimum data to be recorded, interoperability
standards and provides a means for EU agencies and other Member States to
access a Member Stateds tobacco traceability data
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